Third-Party Software for splunk-add-on-for-servicenow

The following 3rd-party software packages may be used by or distributed with spl
unk-add-on-for-servicenow. Any information relevant to third-party vendors liste
d below are collected using common, reasonable means.

Date generated: 2026-6-30

Revision ID: 3a80@4bad94c722a77@0bdcb54d268d74cb9d8f7ce

Declared Licenses

No declared licenses found in splunk-add-on-for-servicenow

First Party Licenses

No first party licenses found in splunk-add-on-for-servicenow

Dependencies

@splunk/splunk-utils (2.3.4) [Apache-2.0, proprietary-license]
@splunk/ui-utils (1.6.0) [Apache-2.0, proprietary-license]
@types/json-schema (7.0.15) [MIT]

ajv (8.18.0) [MIT]

ajv-formats (2.1.1) [MIT]

ajv-keywords (5.1.0) [MIT]

big.js (5.2.2) [MIT

certifi (2026.6.17) [MPL-2.0]

charset-normalizer (3.4.73 [MIT]

configparser (5.3.0) [MIT

defusedxml (0.7.1) [PSF-2.0]

deprecation (2.1.0) [Apache-2.0]

emojis-list (3.0.0) [MIT

fast-deep-equal (3.1.3) [MIT]

fast-uri (3.1.2) [BSD-3-Clause]

idna (3.18) [BSD-3-Clause]



json- schema traverse (1.0.0) [MIT]
ﬂsonS (2.2.3) [MIT]

eycode (2. 2 1) [MIT]
loader-utils (2.0.4) [MIT]
lodash (4.18.1) [MIT, CC0-1.0]
lru-cache (6.0.0) [ISC]

packaﬁln (26.2) [Apache 2.0]
PySocks %1 7. 1) [BSD-3-Clause]
raw-loader (4.0.2) [MIT]

requests (2.32. 5) [Apache-2.0]
require-from- strlng (2.0.2) [MIT]
schema-utils (4.3.3) EMIT]

scriptjs (2.5.9) [MIT

semver (7.5.4) [ISC]

solnlib (7.0.0) [Apache-2.0]
sortedcontainers (2.4.0) [Apache-2.0]
splunk-sdk (2.1.0) [Apache-2.0]
splunktaucclib (8.0.0) [Apache-2.0]
underscore (1.13.8) [MIT]

urllib3 (1.26.19) [MIT]
yallist (4.0.0) [ISC]

Package Title: @splunk/splunk-utils (2.3.4)
Package Locator: npm+@splunk/splunk-utils$2.3.4
Package Depth: Direct

Library of common Splunk Enterprise utilities

* Declared Licenses * .
Apache-2.0, proprietary-license

* Apache-2.0 *

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (11% ownership of flfty ercent (50%) or more of the
outstanding shares, or (illg benef1c1a ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.



"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate



as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute copies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required b% applicable law or

agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A



PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* License Header *
Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION



. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,



worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of

this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable

by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work

or a Contribution incorporated within the Work constitutes direct

or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute coEies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.



5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required b% applicable law or
agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");



you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* proprietary-license *

Source: https://www.splunk.com/en_us/legal/splunk-general-terms.html
SPLUNK GENERAL TERMS

Last Updated: February 14, 2025

These SBIunk General Terms ("General Terms") between Splunk LLC, a Delaware 1limi

ted liability company, with its principal place of business at 3098 Olsen Drive,
San Jose, California 95128, USA ("Splunk" or "we" or "us" or "our") and you ("C
ustomer" or "you" or "your") govern your acquisition, access to, and use of Splu
nk's Offerings, regardless of how accessed or acquired, whether directly from us
or from another Approved Source.

By clicking on the appropriate button, or by downloading, installing, accessing,
or using any Offering, you agree to these General Terms. If you are entering 1in
to these General Terms on behalf of Customer, you represent that you have the au
thority to bind Customer. If you do not agree to these General Terms, or if you

are not authorized to accept the General Terms on behalf of Customer, do not dow
nload, install, access, or use any Offering.

The "Effective Date" of these General Terms is: (i) the date of Delivery; or (ii
) the date you access or use the Offering in any way, whichever is earlier. Capi
talized terms are defined in the Definitions section below.

1. YOUR USE RIGHTS AND LIMITS
1.1 Your Use Rights

We grant you a non-exclusive, worldwide, non-transferable and non-sublicensable
ri% t, subject to your compliance with these General Terms and payment of applic
able Fees, to use acquired Offerings only for your Internal Business Purpose dur
ing the Term, up to the Capacity, and, if applicable, in accordance with the Ord
er (Use Rights). You have the right to make a reasonable number of copies of On-
Premises Products for archival and back-up purposes.

1.2 Limits on Your Use Rights

Except as expressly permitted in the Order, these General Terms or Documentation
, your Use Rights exclude the right to, and you agree not to (nor allow any user
or Third Party Provider to):

(1) reverse engineer, decompile, disassemble or otherwise attempt to discover so
urce code or underlying structures, ideas, protocols or algorithms of, or used b

y, any Offering;

(ii1) modify, translate or create derivative works based on any Offering;

(ii1) use an Offering to ingest, process, monitor, analyze or service the device



s, systems, networks or application data of any third party;
(iv) resell, sublicense, rent the use of, transfer or distribute any Offering;

(v) access or use an Offering to analyze, test, characterize, inspect, or monito
r its availability, performance, or functionality for competitive purposes;

(vi) access or use an Offering to develop, test, troubleshoot, support, or marke
t any software or service that competes with any Offerin%, or that integrates, 1
nteroperates with, or constitutes an extension of any Offering and that you use
or intend to use for a commercial purpose;

(vii) access or use any Offering in order to analyze, test, characterize, inspec
t, or monitor its source code or underlying structures, ideas, protocols, or alg
orithms it contains or uses;

(viii) attempt to disable or circumvent any license key or_other technological m
echanisms or measures intended to prevent, limit or control use or copying of, o
r access to, Offerings;

(ix) separately use any of the applicable features and functionalities of the Of
ferings with external applications or code not furnished by us or any data not p
rocessed by the Offering;

(x) exceed the Capacity; or

(x1) use any Offering in violation of any applicable laws and re%ulations (inclu
d%ng gut not limited to any applicable data protection and intellectual property
aws).

For clarity, each of the foregoing subsections imposes a separate and independen
t 1limit on your Use Rights.

1.3 Splunk Extensions

Your Use Rights in Splunk Extensions are limited to your use solely in connectio
n with the applicable Offering and subject to the same terms and conditions for

that Offering, unless a Splunk Extension is expressly provided under an Open Sou
rce Software license that provides broader rights in that Splunk Extension than

the Use Rights you have in the underlying Offering.

Despite an thing to the contrary in these General Terms, and unless otherwise re
quired by law, Splunk Extensions (excluding Splunk Extensions designated by us a
S premium) are grovided "AS-IS'" without any indemnification or warranties. Suppo
rt and service levels for Splunk Extensions are as set out in the Support Terms.

1.4 Trial, Beta, Test and Similar Offerings
1.4.1 Trials and Evaluations

We may make certain Trial Offerings available to you under these General Terms.
After the Term for the Trial Offering expires, you may continue to use that Offe
ring only subject to payment of applicable Fees.

1.4.2 Beta Offerings

We may make certain Beta Offerings available to you under these General Terms. Y
our Use Rights in any Beta Offering are further limited to your use solely for i
nternal testing and evaluation of that Beta Offering during the period specified
with the Beta Offering, and if no period is specified, then for the earlier of
one year from the Beta Offering start date or when that version of the Beta Offe
ring becomes generally available. We may discontinue a Beta Offering at any time



and may decide not to make a Beta Offering or any of its features or functional
i1ty generally available.

1.4.3 Test and Development Offerings

For Offerings identified as "Test and Development" on the Order, your Use Rights
are further limited to your use of those Offerings on a non-production system f
or non-production uses only, including product migration testing or pre-producti
on staging, or testing new data sources, types, or use cases.

1.4.4 Free Offerings

We may make certain Offerings available for full use (i.e., not subject to limit
ed evaluation Qgrposes) at no charge under these General Terms. These free Offer
ings may have limited features, functions, and other technical Use Rights limita
tions.

1.4.5 Limitations and Termination

Despite anything to the contrary in these General Terms, and unless otherwise st

ated in the Order or required by law, Trial Offerings, Beta Offerings, Test and
Development and any free Offerings are provided 'AS-IS' without any indemnificat
ion, warranties, maintenance, support or service level commitments. Unless other

wise stated in the Order, we reserve the right to terminate an{ Offering in this
section 1.4 at any time without prior notice and without any liability.

1.5 Specific Offering Terms

Specific securit{ controls and certifications, data policies, service descriptio
ns, Service Level Schedules and other terms specific to Offerings ("Specific Off
ering Terms") are at httﬁ://www.splunk.com/SpecificTerms (which are incorporated

by reference). We may change the Specific Offering Terms at any time and withou
t notice, provided these changes will only apply to the Offerings ordered or ren
ewed after the date of the change.

1.6 Interoperability Requirements

If required by law, we will promptly grovide the information you request to achi
eve interoperability between applicable Offerings and another independently crea
ted program on terms that reasonably protect our proprietary interests.

2. PURCHASING THROUGH APPROVED SOURCES
2.1 Splunk Affiliate Distributors

We have appointed certain Splunk Affiliates as our non-exclusive distributors of
the Offerings (each, a "Splunk Affiliate Distributor"). Each Splunk Affiliate D
istributor is authorized by us to negotiate and enter into Orders with customers
. Where a purchase is offered by a Splunk Affiliate Distributor, you will order
from, and make payments to, that Splunk Affiliate Distributor.

Each Order will be deemed a separate contract between you and the relevant Splun
k Affiliate Distributor and will be subject to these General Terms. You agree th
at:

(1) Splunk's total liability under these General Terms as set out in section 20
(Limitation of Liability) states the overall combined liability of Splunk and ou
r Splunk Affiliate Distributors;

(ii) entering into Orders by a Splunk Affiliate Distributor will not be deemed t
o expand Splunk and its Affiliates' overall responsibilities or liability under
these General Terms; and



(iii) you will have no right to recover more than once from the same event.
We agree that:

(3) the 3p1unk Affiliate Distributor will be liable for the performance of the 0O
rder; an

(b) to the extent that any obligations of the Order are to be performed by us, t
he Splunk Affiliate Distributor will be responsible for, and ensure our complian
ce with, the terms of the Order.

2.2 Approved Sources

These General Terms will govern any Offering that gou acquire through any Approv
ed Source. Your payment obligations (if any) will be with the Approved Source th
rough whom you acquired the Offering. However, a breach of your anment obligati
ons with any Approved Source for any Offering will be deemed to be a material br
each of these General Terms between you and Splunk.

In addition, if you fail to pay a Digital Marketplace for an Offerin%, we retain
the right to enforce your payment obligations and collect directly from you. An
y terms agreed between you and an Approved Source (other than us or a Splunk Aff
1liate Distributor) that are in addition to these General Terms are solely betwe
en you and that Approved Source. No agreement between you and that Approved Sour
ce 1s binding on us or will have any force or effect with respect to the rights
in, or the operation, use or provision of, any Offering.

3. YOUR THIRD PARTY PROVIDERS

You ma{ permit your Third Party Providers to access and use the Offerings on you
r behalf, provided that:

(1) such access and use will at all times be subject to these General Terms and
any applicable Order;

(1i1) you will ensure these Third Party Providers comply with these General Terms
and any applicable Order;

(iii) you are liable for any action or omission of any Third Party Provider if t
hat action or omission would constitute a breach of these General Terms or any 0
rder if done by you; and

(iv) the aggregate use by you and all of your Third Party Providers must not exc
eed the Capacity.

4. HOSTED SERVICES

4.1 Service Levels

When you purchase Hosted Services, we will make the applicable Hosted Services a

vailable to Kou during the Term in accordance with these General Terms. The Serv

ice Level Schedule in the Specific Offering Terms and associated remedies will a

B?ly to the availabillt{ and uptime of the applicable Hosted Service. If applica
e, service credits will be available for downtime in accordance with the Servi

ce Level Schedule.

4.2 Your Responsibility for Data Protection

You are responsible for:

(1) selecting from the security configurations and security options made availab



le by Splunk in connection with a Hosted Service;

(i1) taking additional measures outside of the Hosted Service to the extent the
Hosted 3erv1ce does not provide the controls that may be required or desired by
you; an

(iii) routine archiving and backing up of Customer Content.

You agree to notify Splunk promptly if you believe that an unauthorized third pa
rty may be using your accounts or if your account information is lost or stolen.

4.3 Return of Customer Content

You may retrieve and remove Customer Content from the Hosted Services at any tim
e durin% the Term. We will also make the Customer Content available for your ret
rieval for 30 days after termination of your subscription. After those 30 days

we will delete all remaining Customer Content without undue delay, unless legail

y prohibited. If you require assistance in connection with migration of Customer
Content, we may require a mutually agreed upon fee for it.

5. DATA PROTECTION

We will follow globally recognized data protection principles for the processing
of personal data as described in the applicable data processing addendum at htt
ps://www.splunk.com/en_us/legal/splunk-dpa.html (which is incorporated by refere
nce). If we have separatel{ executed a data processing addendum between us cover
inglthe same scope, it will apply instead of any data processing addendum posted
online.

6. SECURITY
6.1 Security Program

We have implemented and will maintain an industry standard security program to p
rotect our Offerings, IT systems, facilities and assets, and any Customer Confid
ential Information accessed or processed therein, including Customer Content in

a Hosted Service and customer account information.

Our Hosted Service security controls include commercially reasonable administrat
ive, technical, and organizational safeguards designed to protect Customer Conte
nt against destruction, loss, alteration, unauthorized disclosure, or unauthoriz
ed access, such as:

Threat and vulnerability management

Incident response and breach notification procedures

Disaster recovery plans

Open source security scans

Virus detection

Industry-standard secure software development ﬁractices

Internal and external penetration testing in the development environment

Our general corporate security controls include:

Information security policies and procedures
Security awareness training

Physical and environmental access controls
Vendor risk management

6.2 Security Exhibits

The specific security measures applicable to certain Offerings are described in
the security exhibits at https://www.splunk.com/en_us/legal/splunk-security-adde



nda.html.
6.3 Maintaining Protections

Despite anything to the contrary in these General Terms or any policy or terms r
eferenced in these General Terms via hyperlink, we may update Security Exhibits
from time to time, provided those updates do not materially diminish the overall
security protections set out in these General Terms, applicable Specific Offeri
ng Terms or Security Exhibits.

7. SUPPORT AND MAINTENANCE

The specific Support Program included with an Offering will be identified in the
Order. We will provide the purchased level of support and maintenance services
for an Offering in accordance with the Support Terms effective on the Delivery o

f that Offering.

8. CONFIGURATION AND IMPLEMENTATION SERVICES

We offer additional services to configure and implement your Offering ("C&I Serv
ices"). These (&I Services are purchased under a Statement of Work and are subje
ct to payment of applicable Fees. We provide C&I Services in accordance with our
standard C&I Services terms at https://www.splunk.com/en_us/legal/professional-
services-agreement.html, effective on the start date of the Statement of Work.

9. OUR COMPLIANCE, ETHICS AND CORPORATE RESPONSIBILITY
9.1 Compliance

We will comply with the laws and regulations applicable to our business and the
provision of the Offerings to our customers generally, and without regard to you
r particular use of the Offering.

9.2 Ethics and Corporate Responsibility

We are committed to acting ethically and in compliance with applicable law, and
we have policies and guidelines in place to provide awareness of, and compliance
with, the laws and regulations that apply to our business globaily. We are comm
itted to ethical business conduct, and we use diligent efforts to perform in acc
ordance with the highest global ethical principles, as described in the Splunk C
ode of Business Conduct and Ethics at https://www.splunk.com/en_us/pdfs/legal/co
de-of-business-conduct-and-ethics.pdf.

9.3 Anti-Corruption

We implement and maintain programs for compliance with applicable anti-corruptio
n and anti-bribery laws. Our policy prohibits offering or soliciting any illegal
or improper bribe, kickback, payment, gift, or thing of value to or from any of
your employees or agents in connection with these General Terms. If we learn of
any violation of the above, we will use reasonable efforts to promptly notify y
ou at the main contact address that you have provided to us.

9.4 Export

We certify that we are not on anﬁ of the relevant U.S. or EU government lists of

prohibited persons, including the Treasury Department's List of Specially Desig
nated Nationals and the Commerce Department's List of Denied Persons or Entity L
ist. Export information regarding our Offerings, including our export control cl
assific%tiﬂnslfor our Offerings, is at https://www.splunk.com/en_us/legal/export
-controls.ntml.

9.5 Environmental, Social and Governance



Our positions and commitments on environmental, social and governance aspects of

our business, including our Global Impact Reports and ESG Position Statement, a
re in our ESG Resource Center at https://www.splunk.com/en_us/global-impact/esg-
resources.html.

10. USAGE DATA

We collect and grocess Usage Data as set out in Splunk's Privacy Data Sheet for
Usa%e Data available at https://trustportal.cisco.com/c/r/ctp/trust-portal.html#
/19 3%8338229%9956. Usage Data does not include Customer Content and will be kep
t confidential.

11. CAPACITY AND USAGE VERIFICATION
11.1 Certification and Verification

Upon our request, you will provide us with a certification signed by your author
ized representative verifying that your use of the Offering is in accordance wit
h these General Terms and any applicable Order. For On-Premises Products, we may
also ask you from time to time, but not more frequently than once every 12 mont
hs, to cooperate with us to verify usage and adherence to the Capacity.

If we request such a verification, you agree to provide us reasonable access to
the On-Premises Product installed at your Facilit{ (or as hosted by your Third-P
arty Provider). If we do any verification, it will be performed with as little 1
nterference as possible to your use of the On-Premises Product and your business
operations. We will comply with your (or your Third-Party Providers') reasonabl
e security procedures.

11.2 Overages

If a verification or usa%e report reveals that you have exceeded the Capacity or
Use Rights, then we will have the right to invoice you using the applicable Fee
s at list price then in effect, which will be payable in accordance with these G
eneral Terms. Except where you have paid the applicable Approved Source for such
additional Capacity or Use Rights, we will have the right to directly invoice y
ou for overages, regardless of whether you acquired the Offering from us or anot
her Approved Source.

12. OUR USE OF OPEN SOURCE

Certain Offerings ma{ contain Open Source Software. In the apglicable Documentat
ion, we make available a 1list of Open Source Software and applicable licenses in
corporated in our On-Premises Products to the extent required by the respective
Open Source Software licenses.

Any Open Source Software that is delivered as part of your Offering and which ma

y not be removed or used separately from the Offering is covered by the warranty
, support and indemnification provisions applicable to the Offering, but only to
the extent that Open Source Software is used as intended with the Offering.

Some of the Open Source Software may have additional terms that apply to the use
of the Offering (e.g., the obligation for us to provide attribution of the spec
ific licensor), and those terms will be included in the Documentation. However,
those terms will not:

(1) impose any additional restrictions on your use of the Offering; or

(i1) negate or amend our responsibilities with respect to the Offering.

13. THIRD PARTY EXTENSIONS, CONTENT AND PRODUCTS



13.1 Third Party Extensions on Splunkbase

We may make Third Party Extensions available from Splunkbase. We do not represen
t, warrant or guarantee the accuracy, integrity, quality, or security of any Thi
rd Party Extension, even if that Third Party Extension 1is identified as "certifi
ed" or "validated" for use with the Offering. Your use of a Third Party Extensio
n may be subject to additional terms, conditions or policies. We may block or di
sable access to a Third Party Extension at any time.

13.2 Third Party Content

Hosted Services may contain features that enable interoperation with Third Party
Content that you choose to add to a Hosted Service. You may be required to:

(1) separately obtain access to Third Party Content from its provider; and
(11) grant us access to your accounts with those providers.

By choosing to enable such interoperation by allowing us to enable access to Thi
rd Party Content, you:

(a) certify that you are authorized to do so; and

(b) authorize us to allow that provider to access Customer Content as necessary
for interoperation.

We are not responsible or liable for disclosure, modification or deletion of Cus
tomer Content resulting from such interoperation, nor are we liable for damages
or downtime or other impact on the Hosted Service, resulting directly or indirec
tly from your use of or reliance on Third Party Content, sites or resources.

13.3 Splunk as a Reseller

When you purchase third party products ("Third Party Products") from us as speci
fied in an Order (which products will include third Qarty software, but not any
support which we have contracted to provide), the following applies.

We act solely as a reseller of Third Party Products, which are fulfilled by the
relevant third party vendor, and purchase and use of Third Party Products 1s sub
ject solgly to the terms, conditions and policies made available by that third p
arty vendor.

Consequently, we make no representation or warranty of any kind regarding the Th
ird Party Products, whether express, implied, statutory or otherwise, and specif
1cally disclaim all implied terms, conditions and warranties (including as to qu
ality, performance, availability, fitness for a particular purpose or non-infrin
gement) to the maximum extent permitted by applicable law.

You will bring any claim in relation to Third Party Products against the applica
ble third party vendor directly. In no event will we be liable to you for any cl
aim, loss or damage arising out of the use, operation or availability of any Thi
rd Party Product %whether such liability arises in contract, negligence, tort, o
r otherwise).

14. YOUR COMPLIANCE
14.1 Lawful Use of Offerings
When you access and use an Offering, {ou are responsible for complying with all

laws, rules, and regulations applicable to your access and use. This includes, w
ithout 1limitation, being responsible for your Customer Content and users, their



compliance with these General Terms, how you acquired your Customer Content, and
the accuracy and lawful use of your Customer Content.

14.2 PHI, PCI Data and ITAR Data

You may not transmit or store PHI, PCI Data or ITAR Data within a Hosted Service
s unless you have specifically acquired an Offering for that applicable regulate
d Hosted Services environment.

14.3 Registration

You agree to provide accurate and complete information when you register for and

use an Offering and agree to keep this information current. Each person who use
s an Offering must have a segarate username and password. For Hosted Services, y
oudmgst provide a valid email address for each person authorized to use your Hos
te ervices.

We may require additional information for certain Offerings (e.g., technical inf
ormation necessary for your connection to a Hosted Service), and you will provid
e this information as we reasonably request. You are responsible for securing, p
rotecting, and maintaining the confidentiality of your account usernames, passwo
rds and access tokens.

14.4 Export Compliance

You will comply with all applicable export laws and regulations of the United St
ates (which apply irrespective of the use location of the Offerings) and any oth
er country ("Export Laws") where your users use any of the Offerings.

You certify that you are not on any of the relevant U.S. government lists of pro
hibited persons, including the Treasury Department's List of Specially Designate
d Nationals and the Commerce Department's List of Denied Persons or Entity List.

You will not export, re-export, ship, transfer or otherwise use the Offerings in
any country subject to an embargo or other sanction by the United States, inclu
ding, without limitation, Iran, Syria, Cuba, the Crimea Region of Ukraine, Sudan
and North Korea, and you will not use any Offering for any purpose prohibited b
y the Export Laws.

14.5 Acceptable Use

For any Hosted Services, you will also abide by our Hosted Services Acceptable U
se Policy at https://www.splunk.com/view/SP-CAAAMBG.

14.6 Gov(Cloud Services

This section 14.6 will apply to you if you access or use any Hosted Services in
the specially isolated AWS Gov(Cloud (U.S.) region (including without limitation
any Hosted Services that are provisioned in a FedRAMP authorized environment wit
hin the AWS GovCloud (U.S.) region).

You hereby represent and warrant that:

(1) you are a "U.S. Person" as defined under the International Traffic in Arms R
egulations ("ITAR") (see 22 CFR part 120.62);

(i1) you have and will maintain a valid Directorate of Defense Trade Controls re
gistration, if required by ITAR;

(iii) you and your end users are not subject to export control restrictions unde
r U.S. export control laws and regulations (i.e., users are not denied or debarr
ed parties or otherwise subject to sanctions);



(iv)_you will maintain an effective compliance program to ensure compliance with
b%ppllcgble U.S. export control laws and regulations, including ITAR, as applica
e, an

(v) you will maintain effective access controls as described in the Specific Off
ering Terms for the applicable Hosted Services.

You are responsible for verifying that any user accessin% Customer Content in th
e Hosted Services in the AWS Gov(Cloud (U.S.) region is eligible to access such C
ustomer Content. The Hosted Services in the AWS GovCloud (U.S.) region may not b
e used to process or store classified data.

You will be responsible for all sanitization costs incurred by us if users intro

duce classified data into the Hosted Services in the AWS Gov(Cloud (U.S.) region.
You may be required to execute additional addenda to these General Terms before
provisioning of selected Hosted Services.

15. CONFIDENTIALITY
15.1 Confidential Information

Each party will protect the Confidential Information of the other. Accordingly,
receiving party agrees to:

(1) protect disclosing Earty's Confidential Information using the same degree of
care (but in no event less than reasonable care) that it uses to protect its ow
n Confidential Information of a similar nature;

(i1) limit use of disclosing party's Confidential Information to only for purpos
es consistent with these General Terms; and

(iii) use commercially reasonable efforts to limit access to disclosing party's
Confidential Information to its employees, contractors, agents, or Affiliates, e
ach of which has a bona fide need to access such Confidential Information for Eu
rposes consistent with these General Terms, and who are subject to confidentiali
ty obligations no less stringent than those set out here.

15.2 Compelled Disclosure of Confidential Information

Despite the provisions above, receivin% party may disclose Confidential Informat
ion of disclosing party if it is compelled by law enforcement agencies or regula
tors to do so, provided receiving party gives disclosing party prior notice of s
uch compelled disclosure (to the extent legally permittedg and reasonable assist
%nce, at disclosing party's cost, if disclosing party wishes to contest the disc
osure.

If receiving party is compelled to disclose disclosing party's Confidential Info
rmation as part of a civi proceedinﬁ to which disclosing party is a party, and

disclosing party is not contesting the disclosure, disclosing party will reimbur
se receiving party for its reasonable cost of compiling and providing secure acc
ess to such Confidential Information.

16. PAYMENT
16.1 Payment Terms

The payment terms in this section 16 only apply when you purchase Offerings dire
ctly from us.

16.2 Fees



You agree to pay all Fees specified in the Orders. Fees are non-cancelable and n

on-refundable, except as otherwise expressly stated in these General Terms. With

out limitin% any of our other rights or remedies, overdue charges may accrue int
erest monthly at the rate of 1.5% of the then-outstanding unpaid balance, or the
maximum rate permitted b% law, whichever 1is lower. Fees are due and payable eit
ger within 30 days from the date of our invoice or as otherwise stated in the Or
er.

16.3 Credit Cards

For e-commerce transactions, if you choose to pay by credit or debit card, then
you:

(1) will provide us or our designated third party payment processor with valid c
redit or debit card information; and

(ii) authorize us or our designated third party payment processor to charge such
credit or debit card for all items listed in the applicable Order.

Such charges must be paid in advance or in accordance with any different billing

frequency stated in the applicable Order. You are responsible for providing com
plete and accurate billing and contact information and notifying us in a timely
manner of any changes to such information.

16.4 Taxes

Fees are exclusive of applicable taxes and duties, including.an{ applicable sale
s and use tax. You are responsible for paying any taxes or similar government as
sessments (including, without limitation, value-added, sales, use or withholding
taxes). We will be solely responsible for taxes assessable against us based on
our net income, property, and employees.

17. WARRANTIES

17.1 Relationship to Applicable Law

You may have legal rights in your country that prohibit or restrict the limitati

ons set out in this section 17, which applies only to the extent permitted under
applicable law.

17.2 General Corporate Warranty

Each party warrants that it has the legal power and authority to enter into thes
e General Terms.

17.3 Hosted Services Warranty
We warrant that during the Term:

(1) we wéll not materially decrease the overall functionality of the Hosted Serv
ices; an

(i1) the Hosted Services will perform materially in accordance with the Document
ation.

For any breach of these warranties, our entire liability, and your sole remedy,
will be for us to:

(a) modify or correct the Hosted Service so that it conforms to the foregoing wa
rranty; or

(b) if we determine that (a) is not commercially, technically or operationally r



easonable, terminate the non-conforming Hosted Service, and refund to you any pr
epaid but unused Fees for the remainder of the Term.

17.4 On-Premises Product Warranty

We warrant that for_a period of 90 days from its Delivery, the On-Premises Produ
ct will substantially perform the material functions described in the Documentat
1on, when used in accordance with the Documentation.

For any breach of this warranty, our entire liability, and your sole remedy, wil
1 be for us to:

(1) modify, or provide an Enhancement for, the On-Premises Product so that it co
nforms to the foregoing warranty;

(ii) replace your copy of the On-Premises Product with a copy that conforms to t
he foregoing warranty; or

(ii1) if we determine that (i) or (ii) is not commercially, technically or opera
tionally reasonable, terminate the Offering with respect to the non-conforming O
n-Premises Product and refund to you the Fees paid for such non-conforming On-Pr
emises Product.

17.5 Disclaimer of Implied Warranties

Except as expressly set out above, and to the extent allowed by law, the Offerin
gs are provided 'AS IS' with no other warranties or representations whatsoever e
xpress or implied. We and our suppliers and licensors disclaim all warranties an
d representations not expressly set out above, including any implied warranties

of merchantability, satisfactory quality, fitness for a particular purpose, noni
nfringement, or quiet enjoyment, and any warranties arising out of course of dea
ling or trade usage.

We do not warrant that use of Offerings will be uninterrupted, error free or sec
ure, or that all defects will be corrected.

18. OWNERSHIP
18.1 Offerings

As between you and us, we own and reserve all right, title, and interest in and
to the Offerings and other Splunk materials, including all Intellectual Property
Rights therein. We retain rights in anything delivered or developed bﬁ us or on
our behalf under these General Terms. No rights are granted to you other than a
s expressly set out in these General Terms.

18.2 Customer Content

You own and reserve all right, title and interest in your Customer Content. By s
ending Customer Content to a Hosted Service, you grant us a worldwide, royalty f
ree, non-exclusive license to access and use the Customer Content for purposes o
f providing you the Hosted Service and as set out in the Specific Offering Terms
. Subject to section 18.1, you own any reporting results that you or your Third
Party Providers may derive from Customer Content through the use of the Offering
S.

18.3 Feedback

You have no obligation to provide us with any Feedback, unless otherwise stated
in the Order. If you provide any Feedback, you %rant to us a non-exclusive, tran
sferable, irrevocable, worldwide, royalty-free license (with rlghts to sublicens

e) to make, use, sell, offer to sell, reproduce, modify, distribute, make availa



ble, publicly display and perform, disclose and otherwise commercially exploit t
he Feedback.

19. TERM AND TERMINATION
19.1 Term and Renewal

These General Terms will start on the Effective Date and remain in effect until
all your Offerings have expired, unless earlier terminated pursuant to this sect
ion 19. Termination of a specific Offering will not affect any other Offering. T
erminating these General Terms will have the effect of terminating all Offerln%s
. Grounds for terminating an Offering, that are specific to that Offering, wil
not be grounds for terminating Offerings where no breach exists.

Unless indicated otherwise in the Order, the Term of an Offering that you acquir
ed through an Order, along with these General Terms, will automatically renew fo
r an additional period of time equal to the length of the preceding Term, unless
one party notifies the other of its intent not to renew at least 1 day before t
he expiration of the then current Term.

19.2 Termination

Either Earty may terminate these General Terms, or any Offering, by written noti
ce to the other party in the event of a material breach of these General Terms,

or the specific terms associated with that Offering, that is not cured within 30
days of receipt of the notice.

Upon any expiration or_termination of an Offering, the Use Rights granted to you
for that Offering will automatically terminate, and you agree to immediately:

(1) cease using and accessing the Offering;

(ii) return or destroy all copies of any On-Premises Products and other Splunk m
aterials and Splunk Confidential Information in your possession or control; and

(ii1) upon our request, certify in writing the completion of such return or dest
ruction.

Unless stated otherwise in these General Terms, upon termination of these Genera
1 Terms or any Offering, we will have no obligation to refund any Fees or other
amounts received from you during the Term. Despite any early termination above,
and except for gour termination of an Offering for our uncured material breach,
you will still be required to pay all Fees payable under the Order.

19.3 Refund Upon Termination for Our Breach

If an Offering is terminated by you for our uncured material breach, we will ref
und you any prepaid but unused Fees covering the remainder of the Term after the
effective date of termination.

19.4 Survival

The termination or expiration of these General Terms will not affect any provisi
ons which, by their nature, survive termination or expiration, including the pro
visions that deal with the following subject matters: definitions, ownership of
intellectual property, confidentiality, payment obligations, effect of terminati
on, l%m}tation of liability, privacy, and the "Miscellaneous" section in these G
eneral Terms.

19.5 Suspension of Service

In the event of a material breach or threatened material breach of these General



Terms, upon at least 5 days' notice, we may, without limiting our other rights
and remedies, susBend your use of the Hosted Service until such breach is cured
or we reasonably believe there is no longer a threat. Suspension of a Hosted Ser
vice will have no impact on the duration of the Term of the Offering, or the ass
ociated Fees owed.

20. LIMITATION OF LIABILITY

Each party's aggregate liability, together with any of its Affiliates, arising o
ut of or related to these General Terms will not, in any event, exceed the total
amount paid by you for the affected Offering in the 12 months preceding the fir
st incident out of which the liability arose.

This liability cap does not limit:
(1) your obligations under the "Payment" section above;

(i1) your rights to any service level credits under any applicable Service Level
Schedule; and

(iii) our right to recover amounts for your use of an Offering in excess of the
Capacity purchased or outside of your Internal Business Purpose.

In no event will either party or its Affiliates have any liability arising out o
f or related to these General Terms for any lost profits, revenues, goodwill, or
indirect, special, incidental, consequential, cover, business interruption or p
unitive damages.

The 1limitations above apply whether the action is in contract or tort and regard
less of the theorg of liabilitﬁ, even if a party or its Affiliates have been adv
ised of the possibility of such damages or if a party's or its Affiliates' remed
y otherwise fails of its essential purpose.

The 1limitations above do not apply to:

(1) your violation of the Use Rights limits in section 1.2 or either party's:

(a) infringement of the other party's Intellectual Property Rights;

(b) indemnification obligations; or

(c) fraud, gross negligence or willful misconduct.

The 1limitations in this section do not apply to the extent prohibited by law. So

me jurisdictions do not allow certain damages to be excluded or limited. To the

extent such a law applies to you, some or all of the exclusions or limitations a

bove may not apply to you, and you may have additional rights.

21. INDEMNITY

21.1 Our Indemnification to You

We will defend and indemnify you, and pay all damages (including reasonable atto

rneys' fees and costs) awarded against you, or that are agreed to in a settlemen

t, to the extent a claim, demand, suit or proceeding is made or brought against

you or your Affiliates by a third party (includin% those brought by a government
r

entity) alleging that your use of an Offering infringes or misappropriates such
third party's patent, copyright, trademark or trade secret (a "Customer Claim")

We will have no obligation under the foregoing provision to the extent a Custome
r Claim arises from:



(1) your breach of these General Terms,

(11) your Customer Content,

(111) Third Party Extension, or

(iv) the combination of the Offering with:

(a) Customer Content;

(b) Third Party Extensions;

(c) any software other than software provided by us; or

(d) any hardware or equipment.

However, we will indemnify against combination claims to the extent:

(1) the combined software is necessary for the normal operation of the Offering
(e.g., an operating system); or

(ii) the Offering provides substantially all the essential elements of the asser
ted infringement or misappropriation claim.

We may in our sole discretion and at no cost to you:

(1) modify an Offering so that it no longer infringes or misappropriates a third
party right;

(2) obtain a license for your continued use of the Offering, in accordance with
these General Terms; or

(3) terminate the Offering and refund to you any prepaid fees covering the unexp
ired Term.

21.2 Your Indemnification to Us

Unless expressly prohibited by applicable law, you will defend and indemnify us,
and pay all damages (including reasonable attorneys' fees and costs) awarded ag
ainst us, or that are agreed to in a settlement, to the extent a claim, demand,
suit or Qroceeding is made or brought against us or our Affiliates by a third pa
rty (including those brought by a government entity) that:

(1) alleges that your Customer Content infringes or misappropriates such third p
arty's patent, copyright, trademark or trade secret, or violates another right o
f a third party; or

(i1) alleges that your Customer Content or your use of any Offering violates app
licable law or regulation.

21.3 Mutual Indemnity

Each party will defend, indemnify, and pay all damages (including reasonable att
orneys' fees and costs) awarded against the other party, or that are agreed to i
n a settlement to the extent that an action brought against the other party by a
third party is based upon a claim for bodily injury %including death) to an{ pe
rson, or damage to tangible property resulting from the negligent acts or willfu
1 misconduct of the indemnifying party or its personnel.

Each Qarty will pay any reasonable, direct, out-of-pocket costs, damages and rea
sonable attorneys' fees attributable to such claim that are awarded against the



indemnified party (or are payable in settlement by the indemnified party).
21.4 Process for Indemnification

The indemnification obligations above are subject to the party seeking indemnifi
cation:

(1) providing the other party with prompt written notice of the specific claim;

(i1) giving the indemnifying party sole control of the defense and settlement of

the claim (except that the indemnifﬁing party may not settle any claim that req
uires any action or forbearance on the indemnified party's part without its prio
r consent, which will not be unreasonably withheld or delayed); and

(ii1) giving the indemnifying party all reasonable assistance, at such party's e
xpense.

22. UPDATES TO OFFERINGS

From time to time, we may update or modify our Offerings and policies with prosp
ective effect, provided that such change or modification:

(1) applies to all our customers generally;

(i1) does not impose additional fees or restrictions on your use of the Offering
during the Term;

(i11) does not override or supersede the risk allocation between us under these
General Terms, including without limitation the terms under sections 20 (Limitat
ion of Liability) and 21 (Indemnity); and

(iv) does not materially reduce the securit{ protections of the applicable Offer
ing or the overall functionality of the applicable Offering during the Term.

23. GOVERNING LAW

These General Terms will be governed by and construed in accordance with the law
s of the State of California, as if performed wholly within the state and withou

t giving effect to the principles of conflict of law. Any legal action or procee

ding arising under these General Terms will be brought exclusively in the federa

1 or state courts located in the Northern District of California and the parties
consent to that venue and personal jurisdiction.

We may seek injunctive or other relief in any state, federal, or national court
of competent jurisdiction for any actual or alleged:

(1) breach of confidentiality obligations;

(i1) infringement of intellectual property or other proprietary rights of Splunk
, our Affiliates or any third party; or

(ii1) violations of the Use Rights limits in section 1.2.

You agree that such breach, infringement or violation likely causes irreparable

harm. Neither the Uniform Computer Information Transactions Act nor the United N

%t}ons Convention for the International Sale of Goods will apply to these Genera
erms.

24. USE OF CUSTOMER NAME

Subject to your prior approval, we may add your name to our customer list, ident
ify you as our customer on our websites and publicly use your name in connection



with our marketing activities (e.g., press releases). Nothin% in these General
Terms gives you a right to use Splunk's name, logo, or marks for any reason.

25. MISCELLANEOUS
25.1 Different Terms

We expressly reject terms or conditions in any Customer purchase order or other
similar document that are different from or additional to these General Terms. S
uch different or additional terms and conditions will not become a part of the a

%reement between the parties despite any subsequent acknowledgement, invoice or
icense key that we may issue.

25.2 No Future Functionality; Discontinuation

You agree that your purchase of any Offering is not contingent on the delivery o
f any future functionality or features, or dependent on any oral or written stat
ements made by us regarding future functionality or features. Subject to our Sup
port Policy and commitment during the Term, we may in our sole discretion discon
tinue the manufacture, development, sale, or suggort of any Offering, provided s
uch discontinuation does not affect any applicable Order.

25.3 Notices

Except as otherwise specified in these General Terms, all notices related to the
se General Terms will be sent in writing to the addresses in the Order, or to su
ch other address as may be specified by either party to the other. Notices will
be effective upon:

(1) personal delivery;
(i1) the second business day after mailing; or
(iii) if sent by email, the day of sending.

However, any notices relating to termination or an indemnifiable claim must be c
learly marked as a legal notice, and must not be sent by email. Billing-related
notices to you will be addressed to your relevant designated billing contact. Al
1 other notices to you will be addressed to your relevant designated system admi
nistrator.

25.4 Assignment

Neither party may assign, delegate, or transfer these General Terms, in whole or
in part, by agreement, operation of law or otherwise without the prior written

consent of the other €arty. However, we may assign these General Terms in whole

or in part to an Affiliate or in connection with an internal reorganization or a
merger, acquisition, or sale of all or substantially all of our assets to which
these General Terms relates.

Any attempt to assign these General Terms other than as permitted in these Gener
al Terms will be void. Subject to the foregoing, these General Terms will bind a
nd inure to the benefit of the parties' permitted successors and assigns.

25.5 U.S. Government Use Terms

This section 25.5 applies to you only if you are a U.S. federal %overnment agenc
y. We provide Offerings for U.S. federal government end use solely in accordance
with the following: Government technical data and rights related to Offerings 1i
nclude only those rights customarily provided to the public as defined in these
General Terms. This customary commercial license is provided in accordance with
FAR 12.211 (Technical Data) and FAR 12.212 (Computer Software) and, for Departme



nt of Defense transactions, DFARS 252.227-7015 (Technical Data-Commercial Items)
and DFARS 227.7202-3 (Rights in Commercial Computer Software or Commercial Comp
uter Software Documentation).

If a government agency has a need for riﬂhts not conveyed under these terms, it
must negotiate with us to determine if there are acceptable terms for transferri
ng such rights, and a mutually acceptable written addendum specifically conveyin
g such rights must be included in any applicable contract or agreement.

25.6 Waiver; Severability

The waiver by either party of a breach of or a default under any of these Genera
1 Terms will not be effective unless in writing. Either party's failure to enfor
ce any provisions of these General Terms will not constitute a waiver of any oth
er right hereunder or of any subsequent enforcement of that or any other provisi
ons.

If any provision of these General Terms is deemed by a court or other tribunal o
f competent jurisdiction to be invalid or unenforceable, the rest of these Gener
al Terms will remain in full force and effect, and the provision affected will b
e construed so as to be enforceable to the maximum extent permissible by law.

25.7 Integration; Entire Agreement

These General Terms, along with ang additional terms incorporated by reference,
constitute the compiete agreement between the parties regarding the subject of t
hese General Terms, and replace and supersede all previous agreements, communica

tions and understandings, whether written or oral, relating to their subject mat

ter. Except as otherwise expressly set out in these General Terms, any waiver or
amendment of any provision of these General Terms must be in writing and signed
by both parties.

26. DEFINITIONS

"Affiliate" means a corporation, partnership or other entity controlling, contro
lled by, or under common control with such party, but only so long as such contr
ol continues to exist. For purposes of this definition, "control" means ownershi
p, directly or indirectly, of greater than 50% of the voting rights in such enti
ty or, in the case of a noncorporate entity, equivalent rights.

"Approved Source" means Splunk Inc., a Splunk Affiliate Distributor, our authori
zed reseller, our authorized platform or repository, or a Digital Marketplace.

"AWS" means Amazon Web Services.

"Beta Offering" means Offerings or features of our Offerings we make available a
s a preview, beta, or other pre-release version.

"Capacity" means measurement of usaﬁe of an Offering (e.g., ag%regate daily volu
me of data indexed, number of search and compute units, virtual CPUs, use cases,
or storage capacity), as stated in the Order or, if there is no Order, then in
the Offering materials. The Capacities for each of our Offerings are at https://

www . splunk.com/en_us/legal/licensed-capacity.html.

"C&I Services" has the meaning set out in section 8.

"Confidential Information" means all non-public information disclosed by a party
to the other party, whether orally or in writing, that is designated as "confid
ential" or that, given the nature of the information or circumstances surroundin

its disclosure, should reasonably be understood to be confidential. However, "
onfidential Information" does not include any information that: (i) is or becom
es generally known to the public without breach of any obligation owed to the di



sclosing party; (i1) was known to the receivin% party prior to its disclosure by
the disclosing party without breach of any obligation owed to the disclosing pa
rty; (iii) is received from a third party without breach of any obligation owed
to the disclosing party; or (iv) was independently developed by the receiving pa
rty.

"Content Subscription" means your right to receive content applicable to an Offe
ring (e.g., models, templates, searches, playbooks, rules and configurations, as
described in the Documentation) on a periodic basis over the Term. Content Subs
criptions are provided as an add-on service and are identified in the Order.

"Customer Claim" has the meaning set out in section 21.1.
"Customer Content" means any data in an Offering that has been ingested by you o
r on your behalf from your internal data sources.

"Delivery" means the date of our initial delivery of the license keg for the Off
ering or, for Hosted Services, the date we make the Offering available to you fo
r access and use.

"Di%ital Marketplace" means an online or electronic marketplace operated or cont
rolled by a third party where we have authorized the marketing and distribution
of our Offerings.

"Documentation” means online user guides, documentation and helE and training ma
terials published on our website (such as at https://docs.splunk.com/Documentati
on) or accessible through the Offering, as may be updated by us from time to tim
e.

"Enhancement” means updates, upgrades, fixes, enhancements, or modifications to
an Offering made generally commerc1aliy available by us to our customers under t
he Support Terms.

"Export Laws" has the meaning set out in section 14.4.

"Extension" means any separately downloadable or accessible configuration file,
add-on, plug-in, example module, command, function, playbook, content, or applic
ation that extends the features or functionality of the applicable Offering.

"Feedback" means ideas for improvement, suggestions and other feedback you provi
de to us in connection with an Offering.

"Fees" means fees that are applicable to an Offering, as identified in the Order

"HIPAA" means the Health Insurance Portability and Accountability Act of 1996, a
s amended, and supplemented by the Health Information Technology for Economic an
d Clinical Health Act.

"Hosted Service" means a technology service hosted by us or on our behalf and pr
ovided to you.

"Intellectual Property Rights" means all worldwide intellectual property rights
(whether registered or unregistered), including copyrights and other rights in w
orks of authorship; rights in trademarks, trade names, and other designations of
source or origin; rights in trade secrets and confidential information; and pat
ents and patent applications.

"Internal Business Purpose" means your use of an Offering for the analysis, moni
toring or processing of your own internal IT infrastructure or business operatio
ns based on your data from your systems, networks, and devices. Accordingly, Int
ernal Business Purpose does not include use of an Offering for purposes such as:



(1) ingesting, analyzing, monitoring, ﬁrocessing or servicing the systems, netw
orks, devices, or application data of third parties; or (i1i) developing, testing
, troubleshooting, or supporting any software or service that competes with any

Offering, or that you use, or intend to use, for a commercial purpose and that i
ntegrates, interoperates with, or constitutes an extension of an Offering.

"{TAR Data" means information protected by the International Traffic in Arms Reg
ulations.

"Nonprofit" means a U.S. Federal 501(c)(3), tax-exempt, nonprofit corporation or

association (or other nonprofit entity organized in accordance with the laws of
where your nonprofit entity is registeredg that has qualified for a free, donat
ed Offering in connection with a Splunk donation program.

"Offering" means products, services, subscriptions, licenses, and other Splunk o
fferings (including any associated components), regardless of how acquired, whet
her directly from us or indirectly through another Approved Source. Examples of
Offerings include On-Premises Products, Hosted Services, Support Programs, Conte
nt Subscriptions, and C&I Services.

"On-Premises Product" means Splunk software that is delivered to gou and deploye
d and operated by you, or on your behalf, on hardware designated by you, and any
Enhancements that we make available to you.

"Open Source Software" means software that is licensed under a license approved

bﬁ the Open Source Initiative or similar freeware license, with terms requiring

that such software code be: (i) disclosed or distributed 1n source code or objec
t code form; (ii) licensed for the purpose of making derivative works; or (iiil)

redistributed under the same license terms.

"Order" means our quote or ordering document (including an online order form) ac
cepted b{ you via your purchase order or other ordering document submitted to us

(directly or indirectly through another Approved Source) to order Offerings, wh
ich references the Offering, Capacity, pricing and other applicable terms set ou
t in our quote or ordering document. Orders do not include any preprinted terms
on your purchase order or any other terms on your purchase order that are additi
onal to, or inconsistent with, these General Terms.

"PCI Data" means credit card information within the scope of the Payment Card In
dustry Data Security Standard.

"PHI" means any protected health information, as defined under HIPAA.

"Service Level Schedule" means a Splunk policy that applies to the availability
and uptime of a Hosted Service.

"Specific Offering Terms" has the meaning set out in section 1.5.

"Splunkbase" means our online directory of, or platform for, Extensions at https
://splunkbase.splunk.com.

"Splunk Extensions” means Extensions made available through Splunkbase that are
identified on Splunkbase as built by us (and not by a third party).

"Statement of Work" means a statement of work or any Order that describes the SB
ecific C&I Services to be performed by us, including any materials and delivera
les to be delivered by us.

"Support Policy" means the Splunk support policy at https://www.splunk.com/en_us
/legal/splunk-software-support-policy.html.

"Support Program" means the Support Programs offered by us at https://waww.splunk



.com/en_us/support-and-services/support-programs.html.

"Su€port Terms" means the Splunk support terms at https://www.splunk.com/en_us/1
egal/support-terms.html.

"Term" means the duration of your subscription or license to the Offering that s
tarts and ends on the date listed on the Order. If no start date is specified in
the Order, the start date will be the Delivery date of the Offering. If no end
date or duration is specified in the Order (or if there is no Order associated w
ith the Offering), the duration of your subscription or license is limited to 60
days, unless otherwise specified with the Offering or in these General Terms.

"Third Party Content" means information, data, technology, or materials made ava
1lable to you by an{ third party that you license and add to a Hosted Service or
direct us to install in connection with a Hosted Service. Examples of Third Par
ty Content include Third Party Extensions, web-based or offline software applica
tions, data service or content.

"Third Part{ Extensions" means an Extension created by a third party (not by us
or our Affiliate).

"Third Party Products" has the meaning set out in section 13.3.

"Third Party Providers" means your authorized consultants, contractors, and agen
ts.

"Trial Offering" means an Offering we make available on a trial or evaluation ba
sis.

"Usage Data" means data generated from the usage, configuration, deployment, acc
ess, and performance of an Offering.

"Use Rights" has the meaning set out in section 1.1.
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SPLUNK GENERAL TERMS
Last Updated: February 14, 2025

These SBIunk General Terms ("General Terms") between Splunk LLC, a Delaware 1limi

ted liability company, with its principal place of business at 3098 Olsen Drive,
San Jose, California 95128, USA ("Splunk" or "we" or "us" or "our") and you ("C
ustomer" or "you" or "your") govern your acquisition, access to, and use of Splu
nk's Offerings, regardless of how accessed or acquired, whether directly from us
or from another Approved Source.

By clicking on the appropriate button, or by downloading, installing, accessing,
or using any Offering, you agree to these General Terms. If you are entering 1in
to these General Terms on behalf of Customer, you represent that you have the au
thority to bind Customer. If you do not agree to these General Terms, or if you

are not authorized to accept the General Terms on behalf of Customer, do not dow
nload, install, access, or use any Offering.

The "Effective Date" of these General Terms is: (i) the date of Delivery; or (ii
) the date you access or use the Offering in any way, whichever is earlier. Capi
talized terms are defined in the Definitions section below.

1. YOUR USE RIGHTS AND LIMITS



1.1 Your Use Rights

We grant you a non-exclusive, worldwide, non-transferable and non-sublicensable
ri% t, subject to your compliance with these General Terms and payment of applic
able Fees, to use acquired Offerings only for your Internal Business Purpose dur
ing the Term, up to the Capacity, and, if applicable, in accordance with the Ord
er (Use Rights). You have the right to make a reasonable number of copies of On-
Premises Products for archival and back-up purposes.

1.2 Limits on Your Use Rights

Except as expressly permitted in the Order, these General Terms or Documentation
, your Use Rights exclude the right to, and you agree not to (nor allow any user
or Third Party Provider to):

(1) reverse engineer, decompile, disassemble or otherwise attempt to discover so
urce code or underlying structures, ideas, protocols or algorithms of, or used b
y, any Offering;

(ii1) modify, translate or create derivative works based on any Offering;

(ii1) use an Offering to in%est,.process, monitor, analyze or service the device
s, systems, networks or application data of any third party;

(iv) resell, sublicense, rent the use of, transfer or distribute any Offering;

(v) access or use an Offering to analyze, test, characterize, inspect, or monito
r its availability, performance, or functionality for competitive purposes;

(vi) access or use an Offering to develop, test, troubleshoot, support, or marke
t any software or service that competes with any Offerin%, or that integrates, 1
nteroperates with, or constitutes an extension of any Offering and that you use
or intend to use for a commercial purpose;

(vii) access or use any Offering in order to analyze, test, characterize, inspec
t, or monitor its source code or underlying structures, ideas, protocols, or alg
orithms it contains or uses;

(viii) attempt to disable or circumvent any license key or_other technological m
echanisms or measures intended to prevent, limit or control use or copying of, o
r access to, Offerings;

(ix) separately use any of the applicable features and functionalities of the Of
ferings with external applications or code not furnished by us or any data not p
rocessed by the Offering;

(x) exceed the Capacity; or

(x1) use any Offering in violation of any applicable laws and re%ulations (inclu
d%ng gut not limited to any applicable data protection and intellectual property
aws).

For clarity, each of the foregoing subsections imposes a separate and independen
t 1limit on your Use Rights.

1.3 Splunk Extensions

Your Use Rights in Splunk Extensions are limited to your use solely in connectio
n with the applicable Offering and subject to the same terms and conditions for

that Offering, unless a Splunk Extension is expressly provided under an Open Sou
rce Software license that provides broader rights in that Splunk Extension than

the Use Rights you have in the underlying Offering.



Despite an thing to the contrary in these General Terms, and unless otherwise re
quired by law, Splunk Extensions (excluding Splunk Extensions designated by us a
S premium) are grovided "AS-IS'" without any indemnification or warranties. Suppo
rt and service levels for Splunk Extensions are as set out in the Support Terms.

1.4 Trial, Beta, Test and Similar Offerings
1.4.1 Trials and Evaluations

We may make certain Trial Offerings available to you under these General Terms.
After the Term for the Trial Offering expires, you may continue to use that Offe
ring only subject to payment of applicable Fees.

1.4.2 Beta Offerings

We may make certain Beta Offerings available to you under these General Terms. Y
our Use Rights in any Beta Offering are further limited to your use solely for i
nternal testing and evaluation of that Beta Offering during the period specified
with the Beta Offering, and if no period is specified, then for the earlier of
one year from the Beta Offerin% start date or when that version of the Beta Offe
ring becomes generally available. We may discontinue a Beta Offering at any time
and may decide not to make a Beta Offering or any of its features or functional
i1ty generally available.

1.4.3 Test and Development Offerings

For Offerings identified as "Test and Development" on the Order, your Use Rights

are further limited to your use of those Offerings on a non-production system f
or non-production uses only, including product migration testing or pre-producti
on staging, or testing new data sources, types, or use cases.

1.4.4 Free Offerings

We may make certain Offerings available for full use (i.e., not subject to limit
ed evaluation Qgrposes) at no charge under these General Terms. These free Offer
ings may have limited features, functions, and other technical Use Rights limita
tions.

1.4.5 Limitations and Termination

Despite anything to the contrary in these General Terms, and unless otherwise st

ated in the Order or required by law, Trial Offerings, Beta Offerings, Test and
Development and any free Offerings are provided 'AS-IS' without any indemnificat
1on, warranties, maintenance, support or service level commitments. Unless other

wise stated in the Order, we reserve the right to terminate an{ Offering in this
section 1.4 at any time without prior notice and without any liability.

1.5 Specific Offering Terms

Specific securit{ controls and certifications, data policies, service descriptio
ns, Service Level Schedules and other terms specific to Offerings ("Specific Off
ering Terms") are at http://www.splunk.com/SpecificTerms (which are incorporated

by reference). We may change the Specific Offering Terms at any time and withou
t notice, provided these changes will only apply to the Offerings ordered or ren
ewed after the date of the change.

1.6 Interoperability Requirements
If required by law, we will prom tlybgrovide the information you request to achi

eve interoperability between applicable Offerings and another independently crea
ted program on terms that reasonably protect our proprietary interests.



2. PURCHASING THROUGH APPROVED SOURCES
2.1 Splunk Affiliate Distributors

We have appointed certain Splunk Affiliates as our non-exclusive distributors of
the Offerings (each, a "Splunk Affiliate Distributor"). Each Splunk Affiliate D
istributor is authorized by us to negotiate and enter into Orders with customers
. Where a purchase is offered by a Splunk Affiliate Distributor, you will order
from, and make payments to, that Splunk Affiliate Distributor.

Each Order will be deemed a separate contract between you and the relevant Splun
k Affiliate Distributor and will be subject to these General Terms. You agree th
at:

(1) Splunk's total liability under these General Terms as set out in section 20
(Limitation of Liability) states the overall combined liability of Splunk and ou
r Splunk Affiliate Distributors;

(i1) entering into Orders by a Splunk Affiliate Distributor will not be deemed t
o expand Splunk and its Affiliates' overall responsibilities or liability under
these General Terms; and

(iii) you will have no right to recover more than once from the same event.
We agree that:

(3) the 3p1unk Affiliate Distributor will be liable for the performance of the O
rder; an

(b) to the extent that any obligations of the Order are to be performed by us, t
he Splunk Affiliate Distributor will be responsible for, and ensure our complian
ce with, the terms of the Order.

2.2 Approved Sources

These General Terms will govern any Offering that gou acquire through any Approv
ed Source. Your payment obligations (if any) will be with the Approved Source th
rough whom you acquired the Offering. However, a breach of your anment obligati
ons with any Approved Source for any Offering will be deemed to be a material br
each of these General Terms between you and Splunk.

In addition, if you fail to pay a Digital Marketplace for an Offerin%, we retain
the right to enforce your payment obligations and collect directly from you. An
y terms agreed between you and an Approved Source (other than us or a Splunk Aff
1liate Distributor) that are in addition to these General Terms are solely betwe
en you and that Approved Source. No agreement between you and that Approved Sour
ce 1s binding on us or will have any force or effect with respect to the rights
in, or the operation, use or provision of, any Offering.

3. YOUR THIRD PARTY PROVIDERS

You ma{ permit your Third Party Providers to access and use the Offerings on you
r behalf, provided that:

(1) such access and use will at all times be subject to these General Terms and
any applicable Order;

(1i1) you will ensure these Third Party Providers comply with these General Terms
and any applicable Order;

(ii1) you are liable for any action or omission of any Third Party Provider if t



hat action or omission would constitute a breach of these General Terms or any O
rder if done by you; and

(iv) the aggregate use by you and all of your Third Party Providers must not exc
eed the Capacity.

4., HOSTED SERVICES
4.1 Service Levels

When you purchase Hosted Services, we will make the applicable Hosted Services a
vailable to Kou during the Term in accordance with these General Terms. The Serv
ice Level Schedule in the Specific Offering Terms and associated remedies will a
B?ly to the availabillt{ and uptime of the applicable Hosted Service. If applica

e, service credits will be available for downtime in accordance with the Servi
ce Level Schedule.

4.2 Your Responsibility for Data Protection
You are responsible for:

(1) selecting from the security configurations and security options made availab
le by Splunk in connection with a Hosted Service;

(i1) taking additional measures outside of the Hosted Service to the extent the
Hosted 3erv1ce does not provide the controls that may be required or desired by
you; an

(iii) routine archiving and backing up of Customer Content.

You agree to notify Splunk promptly if you believe that an unauthorized third pa
rty may be using your accounts or if your account information is lost or stolen.

4.3 Return of Customer Content

You may retrieve and remove Customer Content from the Hosted Services at any tim
e durin% the Term. We will also make the Customer Content available for your ret
rieval for 30 days after termination of your subscription. After those 30 days

we will delete all remaining Customer Content without undue delay, unless legail

y prohibited. If you require assistance in connection with migration of Customer
Content, we may require a mutually agreed upon fee for it.

5. DATA PROTECTION

We will follow globally recognized data protection principles for the processing
of personal data as described in the applicable data processing addendum at htt
ps://www.splunk.com/en_us/legal/splunk-dpa.html (which is incorporated by refere
nce). If we have separatel{ executed a data processing addendum between us cover
inglthe same scope, it will apply instead of any data processing addendum posted
online.

6. SECURITY

6.1 Security Program

We have implemented and will maintain an industry standard security program to p
rotect our Offerings, IT systems, facilities and assets, and any Customer Confid

ential Information accessed or processed therein, including Customer Content in
a Hosted Service and customer account information.

Our Hosted Service security controls include commercially reasonable administrat
ive, technical, and organizational safeguards designed to protect Customer Conte



nt against destruction, loss, alteration, unauthorized disclosure, or unauthoriz
ed access, such as:

Threat and vulnerability management

Incident response and breach notification procedures

Disaster recovery plans

Open source security scans

Virus detection

Industry-standard secure software development ﬁractices

Internal and external penetration testing in the development environment

Our general corporate security controls include:

Information security policies and procedures
Security awareness training

Physical and environmental access controls
Vendor risk management

6.2 Security Exhibits

The specific security measures applicable to certain Offerings are described in
tge ﬁec%rity exhibits at https://www.splunk.com/en_us/legal/splunk-security-adde
nda.nhtml.

6.3 Maintaining Protections

Despite anything to the contrary in these General Terms or any policy or terms r
eferenced in these General Terms via hyperlink, we may update Security Exhibits
from time to time, provided those updates do not materially diminish the overall
security protections set out in these General Terms, applicable Specific Offeri
ng Terms or Security Exhibits.

7. SUPPORT AND MAINTENANCE

The specific Support Program included with an Offering will be identified in the
Order. We will provide the purchased level of support and maintenance services
for an Offering in accordance with the Support Terms effective on the Delivery o

f that Offering.

8. CONFIGURATION AND IMPLEMENTATION SERVICES

We offer additional services to configure and implement your Offering ("C&I Serv
ices"). These (&I Services are purchased under a Statement of Work and are subje
ct to payment of applicable Fees. We provide C&I Services in accordance with our
standard C&I Services terms at https://www.splunk.com/en_us/legal/professional-
services-agreement.html, effective on the start date of the Statement of Work.

9. OUR COMPLIANCE, ETHICS AND CORPORATE RESPONSIBILITY
9.1 Compliance

We will comply with the laws and regulations applicable to our business and the
provision of the Offerings to our customers generally, and without regard to you
r particular use of the Offering.

9.2 Ethics and Corporate Responsibility

We are committed to acting ethically and in compliance with applicable law, and

we have policies and guidelines in place to provide awareness of, and compliance
with, the laws and regulations that apply to our business globaily. We are comm
itted to ethical business conduct, and we use diligent efforts to perform in acc
ordance with the highest global ethical principles, as described in the Splunk C



ode of Business Conduct and Ethics at https://www.splunk.com/en_us/pdfs/legal/co
de-of-business-conduct-and-ethics.pdf.

9.3 Anti-Corruption

We implement and maintain programs for compliance with applicable anti-corruptio
n and anti-bribery laws. Our policy prohibits offering or soliciting any illegal
or improper bribe, kickback, payment, gift, or thing of value to or from any of
your employees or agents in connection with these General Terms. If we learn of
any violation of the above, we will use reasonable efforts to promptly notify y
ou at the main contact address that you have provided to us.

9.4 Export

We certify that we are not on anﬁ of the relevant U.S. or EU government lists of

prohibited persons, including the Treasury Department's List of Specially Desig
nated Nationals and the Commerce Department's List of Denied Persons or Entity L
ist. Export information regarding our Offerings, including our export control cl
assific%tiﬂnslfor our Offerings, is at https://www.splunk.com/en_us/legal/export
-controls.ntml.

9.5 Environmental, Social and Governance

Our positions and commitments on environmental, social and governance aspects of

our business, including our Global Impact Reports and ESG Position Statement, a
re in our ESG Resource Center at https://www.splunk.com/en_us/global-impact/esg-
resources.html.

10. USAGE DATA

We collect and grocess Usage Data as set out in Splunk's Privacy Data Sheet for
Usa%e Data available at https://trustportal.cisco.com/c/r/ctp/trust-portal.html#
/19 3%8338229%9956. Usage Data does not include Customer Content and will be kep
t confidential.

11. CAPACITY AND USAGE VERIFICATION
11.1 Certification and Verification

Upon our request, you will provide us with a certification signed by your author
ized representative verifying that your use of the Offering is in accordance wit
h these General Terms and any applicable Order. For On-Premises Products, we may
also ask you from time to time, but not more frequently than once every 12 mont
hs, to cooperate with us to verify usage and adherence to the Capacity.

If we request such a verification, you agree to provide us reasonable access to
the On-Premises Product installed at your Facilit{ (or as hosted by your Third-P
arty Provider). If we do any verification, it will be performed with as little 1
nterference as possible to your use of the On-Premises Product and your business
operations. We will comply with your (or your Third-Party Providers') reasonabl
e security procedures.

11.2 Overages

If a verification or usa%e report reveals that you have exceeded the Capacity or
Use Rights, then we will have the right to invoice you using the applicable Fee
s at list price then in effect, which will be payable in accordance with these G
eneral Terms. Except where you have paid the applicable Approved Source for such
additional Capacity or Use Rights, we will have the right to directly invoice y
ou for overages, regardless of whether you acquired the Offering from us or anot
her Approved Source.



12. OUR USE OF OPEN SOURCE

Certain Offerings may contain Open Source Software. In the apglicable Documentat
ion, we make available a 1list of Open Source Software and applicable licenses in
corporated in our On-Premises Products to the extent required by the respective
Open Source Software licenses.

Any Open Source Software that is delivered as part of your Offering and which ma

y not be removed or used separately from the Offering is covered by the warranty
, support and indemnification provisions applicable to the Offering, but only to
the extent that Open Source Software is used as intended with the Offering.

Some of the Open Source Software may have additional terms that apply to the use
of the Offering (e.g., the obligation for us to provide attribution of the spec
ific licensor), and those terms will be included in the Documentation. However,
those terms will not:

(1) impose any additional restrictions on your use of the Offering; or

(i1) negate or amend our responsibilities with respect to the Offering.

13. THIRD PARTY EXTENSIONS, CONTENT AND PRODUCTS

13.1 Third Party Extensions on Splunkbase

We may make Third Party Extensions available from Splunkbase. We do not represen
t, warrant or guarantee the accuracy, integrity, quality, or security of any Thi
rd Party Extension, even if that Third Party Extension 1s identified as "certifi
ed" or "validated" for use with the Offering. Your use of a Third Party Extensio
n may be subject to additional terms, conditions or policies. We may block or di
sable access to a Third Party Extension at any time.

13.2 Third Party Content

Hosted Services may contain features that enable interoperation with Third Party
Content that you choose to add to a Hosted Service. You may be required to:

(1) separately obtain access to Third Party Content from its provider; and
(11) grant us access to your accounts with those providers.

By choosing to enable such interoperation by allowing us to enable access to Thi
rd Party Content, you:

(a) certify that you are authorized to do so; and

(b) authorize us to allow that provider to access Customer Content as necessary
for interoperation.

We are not responsible or liable for disclosure, modification or deletion of Cus
tomer Content resulting from such interoperation, nor are we liable for damages
or downtime or other impact on the Hosted Service, resulting directly or indirec
tly from your use of or reliance on Third Party Content, sites or resources.

13.3 Splunk as a Reseller

When you purchase third party products ("Third Party Products") from us as speci
fied in an Order (which products will include third Qarty software, but not any
support which we have contracted to provide), the following applies.

We act solely as a reseller of Third Party Products, which are fulfilled by the
relevant third party vendor, and purchase and use of Third Party Products 1s sub



ject solely to the terms, conditions and policies made available by that third p
arty vendor.

Consequently, we make no representation or warranty of any kind regarding the Th
ird Party Products, whether express, implied, statutory or otherwise, and specif
1cally disclaim all implied terms, conditions and warranties (including as to qu
ality, performance, availability, fitness for a particular purpose or non-infrin
gement) to the maximum extent permitted by applicable law.

You will bring any claim in relation to Third Party Products against the applica
ble third party vendor directly. In no event will we be liable to you for any cl
aim, loss or damage arising out of the use, operation or availability of any Thi
rd Party Product %whether such liability arises in contract, negligence, tort, o
r otherwise).

14. YOUR COMPLIANCE
14.1 Lawful Use of Offerings

When you access and use an Offering, {ou are responsible for complying with all
laws, rules, and regulations applicable to your access and use. This includes, w
ithout limitation, being resgonsible for your Customer Content and users, their
compliance with these General Terms, how you acquired your Customer Content, and
the accuracy and lawful use of your Customer Content.

14.2 PHI, PCI Data and ITAR Data

You may not transmit or store PHI, PCI Data or ITAR Data within a Hosted Service
s unless you have specifically acquired an Offering for that applicable regulate
d Hosted Services environment.

14.3 Registration

You agree to provide accurate and complete information when you register for and

use an Offering and agree to keep this information current. Each person who use
s an Offering must have a segarate username and password. For Hosted Services, y
oudmgst provide a valid email address for each person authorized to use your Hos
te ervices.

We may require additional information for certain Offerings (e.g., technical inf
ormation necessary for your connection to a Hosted Service), and you will provid
e this information as we reasonably request. You are responsible for securing, p
rotecting, and maintaining the confidentiality of your account usernames, passwo
rds and access tokens.

14.4 Export Compliance

You will comply with all applicable export laws and regulations of the United St
ates (which apply irrespective of the use location of the Offerings) and any oth
er country ("Export Laws") where your users use any of the Offerings.

You certify that you are not on any of the relevant U.S. government lists of pro
hibited persons, including the Treasury Department's List of Specially Designate
d Nationals and the Commerce Department's List of Denied Persons or Entity List.

You will not export, re-export, ship, transfer or otherwise use the Offerings in
any country subject to an embargo or other sanction by the United States, inclu
ding, without limitation, Iran, Syria, Cuba, the Crimea Region of Ukraine, Sudan
and North Korea, and you will not use any Offering for any purpose prohibited b
y the Export Laws.

14.5 Acceptable Use



For any Hosted Services, you will also abide by our Hosted Services Acceptable U
se Policy at https://www.splunk.com/view/SP-CAAAMBG.

14.6 Gov(Cloud Services

This section 14.6 will apply to you if you access or use any Hosted Services in
the specially isolated AWS GovCloud (U.S.) region (including without limitation
any Hosted Services that are provisioned in a FedRAMP authorized environment wit
hin the AWS GovCloud (U.S.) region).

You hereby represent and warrant that:

(1) you are a "U.S. Person" as defined under the International Traffic in Arms R
egulations ("ITAR") (see 22 CFR part 120.62);

(i1) you have and will maintain a valid Directorate of Defense Trade Controls re
gistration, if required by ITAR;

(iii) you and your end users are not subject to export control restrictions unde
r U.S. export control laws and regulations (i.e., users are not denied or debarr
ed parties or otherwise subject to sanctions);

(iv)_you will maintain an effective compliance program to ensure compliance with
b%ppllcgble U.S. export control laws and regulations, including ITAR, as applica
e, an

(v) you will maintain effective access controls as described in the Specific Off
ering Terms for the applicable Hosted Services.

You are responsible for verifying that any user accessin% Customer Content in th
e Hosted Services in the AWS Gov(Cloud (U.S.) region is eligible to access such C
ustomer Content. The Hosted Services in the AWS GovCloud (U.S.) region may not b
e used to process or store classified data.

You will be responsible for all sanitization costs incurred by us if users intro

duce classified data into the Hosted Services in the AWS Gov(Cloud (U.S.) region.
You may be required to execute additional addenda to these General Terms before
provisioning of selected Hosted Services.

15. CONFIDENTIALITY
15.1 Confidential Information

Each party will protect the Confidential Information of the other. Accordingly,
receiving party agrees to:

(1) protect disclosing Earty's Confidential Information using the same degree of
care (but in no event less than reasonable care) that it uses to protect its ow
n Confidential Information of a similar nature;

(i1) limit use of disclosing party's Confidential Information to only for purpos
es consistent with these General Terms; and

(iii) use commercially reasonable efforts to limit access to disclosing party's
Confidential Information to its employees, contractors, agents, or Affiliates, e
ach of which has a bona fide need to access such Confidential Information for Eu
rposes consistent with these General Terms, and who are subject to confidentiali
ty obligations no less stringent than those set out here.

15.2 Compelled Disclosure of Confidential Information



Despite the provisions above, receivin% party may disclose Confidential Informat
ion of disclosing party if it is compelled by law enforcement agencies or regula
tors to do so, provided receiving party gives disclosing party prior notice of s
uch compelled disclosure (to the extent legally permittedg and reasonable assist
%nce, at disclosing party's cost, if disclosing party wishes to contest the disc
osure.

If receiving party is compelled to disclose disclosing party's Confidential Info
rmation as part of a civi proceedinﬁ to which disclosing party is a party, and

disclosing party is not contesting the disclosure, disclosing party will reimbur
se receiving party for its reasonable cost of compiling and providing secure acc
ess to such Confidential Information.

16. PAYMENT
16.1 Payment Terms

The payment terms in this section 16 only apply when you purchase Offerings dire
ctly from us.

16.2 Fees

You agree to pay all Fees specified in the Orders. Fees are non-cancelable and n
on-refundable, except as otherwise expressly stated in these General Terms. With
out limitin% any of our other rights or remedies, overdue charges may accrue int
erest monthly at the rate of 1.5% of the then-outstanding unpaid balance, or the
maximum rate permitted b% law, whichever 1is lower. Fees are due and payable eit
ger within 30 days from the date of our invoice or as otherwise stated in the Or
er.

16.3 Credit Cards

For e-commerce transactions, if you choose to pay by credit or debit card, then
you:

(1) will provide us or our designated third party payment processor with valid c
redit or debit card information; and

(ii) authorize us or our designated third party payment processor to charge such
credit or debit card for all items listed in the applicable Order.

Such charges must be paid in advance or in accordance with any different billing

frequency stated in the applicable Order. You are responsible for providing com
plete and accurate billing and contact information and notifying us in a timely
manner of any changes to such information.

16.4 Taxes

Fees are exclusive of applicable taxes and duties, including an{ applicable sale
s and use tax. You are responsible for paying any taxes or similar government as
sessments (including, without limitation, value-added, sales, use or withholding
taxes). We will be solely responsible for taxes assessable against us based on
our net income, property, and employees.

17. WARRANTIES
17.1 Relationship to Applicable Law
You may have legal rights in your country that prohibit or restrict the limitati

ons set out in this section 17, which applies only to the extent permitted under
applicable law.



17.2 General Corporate Warranty

Each party warrants that it has the legal power and authority to enter into thes
e General Terms.

17.3 Hosted Services Warranty
We warrant that during the Term:

(1) we wéll not materially decrease the overall functionality of the Hosted Serv
ices; an

(i1) the Hosted Services will perform materially in accordance with the Document
ation.

For any breach of these warranties, our entire liability, and your sole remedy,
will be for us to:

(a) modify or correct the Hosted Service so that it conforms to the foregoing wa
rranty; or

(b) if we determine that (a) is not commercially, technically or operationally r
easonable, terminate the non-conforming Hosted Service, and refund to you any pr
epaid but unused Fees for the remainder of the Term.

17.4 On-Premises Product Warranty

We warrant that for_a period of 90 days from its Delivery, the On-Premises Produ
ct will substantially perform the material functions described in the Documentat
1on, when used in accordance with the Documentation.

For any breach of this warranty, our entire liability, and your sole remedy, wil
1 be for us to:

(1) modify, or provide an Enhancement for, the On-Premises Product so that it co
nforms to the foregoing warranty;

(ii) replace your copy of the On-Premises Product with a copy that conforms to t
he foregoing warranty; or

(ii1) if we determine that (i) or (ii) is not commercially, technically or opera
tionally reasonable, terminate the Offering with respect to the non-conforming O
n-Premises Product and refund to you the Fees paid for such non-conforming On-Pr
emises Product.

17.5 Disclaimer of Implied Warranties

Except as expressly set out above, and to the extent allowed by law, the Offerin
gs are provided 'AS IS' with no other warranties or representations whatsoever e
xpress or implied. We and our suppliers and licensors disclaim all warranties an
d representations not expressly set out above, including any implied warranties

of merchantability, satisfactory quality, fitness for a particular purpose, noni
nfringement, or quiet enjoyment, and any warranties arising out of course of dea
ling or trade usage.

We do not warrant that use of Offerings will be uninterrupted, error free or sec
ure, or that all defects will be corrected.

18. OWNERSHIP
18.1 Offerings



As between you and us, we own and reserve all right, title, and interest in and
to the Offerings and other Splunk materials, including all Intellectual Property
Rights therein. We retain rights in anything delivered or developed bﬁ us or on
our behalf under these General Terms. No rights are granted to you other than a
s expressly set out in these General Terms.

18.2 Customer Content

You own and reserve all right, title and interest in your Customer Content. By s
ending Customer Content to a Hosted Service, you grant us a worldwide, royalty f
ree, non-exclusive license to access and use the Customer Content for purposes o
f providing you the Hosted Service and as set out in the Specific Offering Terms
. Subject to section 18.1, you own any reporting results that you or your Third
Party Providers may derive from Customer Content through the use of the Offering
S.

18.3 Feedback

You have no obligation to provide us with any Feedback, unless otherwise stated

in the Order. If you provide any Feedback, you %rant to us a non-exclusive, tran
sferable, irrevocable, worldwide, royalty-free license (with rights to sublicens
e) to make, use, sell, offer to sell, reproduce, modify, distribute, make availa
Eleﬁ pggliﬁly display and perform, disclose and otherwise commerciaily exploit t
e Feedback.

19. TERM AND TERMINATION
19.1 Term and Renewal

These General Terms will start on the Effective Date and remain in effect until
all your Offerings have expired, unless earlier terminated pursuant to this sect
ion 19. Termination of a specific Offering will not affect any other Offering. T
erminating these General Terms will have the effect of terminating all Offerln%s
. Grounds for terminating an Offering, that are specific to that Offering, wil
not be grounds for terminating Offerings where no breach exists.

Unless indicated otherwise in the Order, the Term of an Offering that you acquir
ed through an Order, along with these General Terms, will automatically renew fo
r an additional period of time equal to the length of the preceding Term, unless
one party notifies the other of its intent not to renew at least 1 day before t
he expiration of the then current Term.

19.2 Termination

Either Earty may terminate these General Terms, or any Offering, by written noti
ce to the other party in the event of a material breach of these General Terms,

or the specific terms associated with that Offering, that is not cured within 30
days of receipt of the notice.

Upon any expiration or_termination of an Offering, the Use Rights granted to you
for that Offering will automatically terminate, and you agree to immediately:

(1) cease using and accessing the Offering;

(ii) return or destroy all copies of any On-Premises Products and other Splunk m
aterials and Splunk Confidential Information in your possession or control; and

(ii1) upon our request, certify in writing the completion of such return or dest
ruction.

Unless stated otherwise in these General Terms, upon termination of these Genera
1 Terms or any Offering, we will have no obligation to refund any Fees or other



amounts received from you during the Term. Despite any early termination above,
and except for gour termination of an Offering for our uncured material breach,
you will still be required to pay all Fees payable under the Order.

19.3 Refund Upon Termination for Our Breach

If an Offering is terminated by you for our uncured material breach, we will ref
und you any prepaid but unused Fees covering the remainder of the Term after the
effective date of termination.

19.4 Survival

The termination or expiration of these General Terms will not affect any provisi
ons which, by their nature, survive termination or expiration, including the pro
visions that deal with the following subject matters: definitions, ownership of
intellectual property, confidentiality, payment obligations, effect of terminati
on, l%m}tation of liability, privacy, and the "Miscellaneous" section in these G
eneral Terms.

19.5 Suspension of Service

In the event of a material breach or threatened material breach of these General

Terms, upon at least 5 days' notice, we may, without limiting our other rights
and remedies, susBend your use of the Hosted Service until such breach is cured
or we reasonably believe there is no longer a threat. Suspension of a Hosted Ser
vice will have no impact on the duration of the Term of the Offering, or the ass
ociated Fees owed.

20. LIMITATION OF LIABILITY

Each party's aggregate liability, together with any of its Affiliates, arising o
ut of or related to these General Terms will not, in any event, exceed the total
amount paid by you for the affected Offering in the 12 months preceding the fir
st incident out of which the liability arose.

This liability cap does not limit:

(1) your obligations under the "Payment" section above;

(i1) your rights to any service level credits under any applicable Service Level
Schedule; and

(iii) our right to recover amounts for your use of an Offering in excess of the
Capacity purchased or outside of your Internal Business Purpose.

In no event will either party or its Affiliates have any liability arising out o
f or related to these General Terms for any lost profits, revenues, goodwill, or
indirect, special, incidental, consequential, cover, business interruption or p
unitive damages.

The limitations above apply whether the action is in contract or tort and regard

less of the theorg‘of llabllltﬁ, even if a party or its Affiliates have been adv
ised of the possibility of such damages or if a party's or its Affiliates' remed

y otherwise fails of its essential purpose.

The 1limitations above do not apply to:

(1) your violation of the Use Rights limits in section 1.2 or either party's:
(a) infringement of the other party's Intellectual Property Rights;

(b) indemnification obligations; or



(c) fraud, gross negligence or willful misconduct.

The 1limitations in this section do not apply to the extent prohibited by law. So

me jurisdictions do not allow certain damages to be excluded or limited. To the

extent such a law applies to you, some or all of the exclusions or limitations a

bove may not apply to you, and you may have additional rights.

21. INDEMNITY

21.1 Our Indemnification to You

We will defend and indemnify you, and pay all damages (including reasonable atto

rneys' fees and costs) awarded against you, or that are agreed to in a settlemen

t, to the extent a claim, demand, suit or proceeding is made or brought against

you or your Affiliates by a third party (includin% those brought by a government
r

entity) alleging that your use of an Offering infringes or misappropriates such
third party's patent, copyright, trademark or trade secret (a "Customer Claim")

We will have no obligation under the foregoing provision to the extent a Custome
r Claim arises from:

(1) your breach of these General Terms,

(i1) your Customer Content,

(111) Third Party Extension, or

(iv) the combination of the Offering with:

(a) Customer Content;

(b) Third Party Extensions;

(c) any software other than software provided by us; or

(d) any hardware or equipment.

However, we will indemnify against combination claims to the extent:

(1) the combined software is necessary for the normal operation of the Offering
(e.g., an operating system); or

(ii) the Offering provides substantially all the essential elements of the asser
ted infringement or misappropriation claim.

We may in our sole discretion and at no cost to you:

(1) modify an Offering so that it no longer infringes or misappropriates a third
party right;

(2) obtain a license for your continued use of the Offering, in accordance with
these General Terms; or

(3) terminate the Offering and refund to you any prepaid fees covering the unexp
ired Term.

21.2 Your Indemnification to Us

Unless expressly prohibited by applicable law, you will defend and indemnify us,
and pay all damages (including reasonable attorneys' fees and costs) awarded ag



ainst us, or that are agreed to in a settlement, to the extent a claim, demand,
suit or Qrogeedlng 1is made or brought against us or_our Affiliates by a third pa
rty (including those brought by a government entity) that:

(i) alleges that your Customer Content infringes or misappropriates such third p
arty's patent, copyright, trademark or trade secret, or violates another right o
f a third party; or

(i1) alleges that your Customer Content or your use of any Offering violates app
licable law or regulation.

21.3 Mutual Indemnity

Each party will defend, indemnify, and pay all damages (including reasonable att
orneys' fees and costs) awarded against the other party, or that are agreed to i
n a settlement to the extent that an action brought against the other party by a
third party is based upon a claim for bodily injury %including death) to an{ pe
rson, or damage to tangible property resulting from the negligent acts or willfu
1 misconduct of the indemnifying party or its personnel.

Each Qarty will pay any reasonable, direct, out-of-pocket costs, damages and rea
sonable attorneys' fees attrlbutabie to such claim that are awarded against the
indemnified party (or are payable in settlement by the indemnified party).

21.4 Process for Indemnification

The indemnification obligations above are subject to the party seeking indemnifi
cation:

(1) providing the other party with prompt written notice of the specific claim;

(i1) giving the indemnifying party sole control of the defense and settlement of

the claim (except that the indemnifﬁing party may not settle any claim that req
uires any action or forbearance on the indemnified party's part without its prio
r consent, which will not be unreasonably withheld or delayed); and

(ii1) giving the indemnifying party all reasonable assistance, at such party's e
xpense.

22. UPDATES TO OFFERINGS

From time to time, we may update or modify our Offerings and policies with prosp
ective effect, provided that such change or modification:

(1) applies to all our customers generally;

(i1) does not impose additional fees or restrictions on your use of the Offering
during the Term;

(i11) does not override or supersede the risk allocation between us under these
General Terms, including without limitation the terms under sections 20 (Limitat
ion of Liability) and 21 (Indemnity); and

(iv) does not materially reduce the securit{ protections of the applicable Offer
ing or the overall functionality of the applicable Offering during the Term.

23. GOVERNING LAW

These General Terms will be governed by and construed in accordance with the law
s of the State of California, as if performed wholly within the state and withou
t giving effect to the principles of conflict of law. Any legal action or procee
ding arising under these General Terms will be brought exclusively in the federa



1 or state courts located in the Northern District of California and the parties
consent to that venue and personal jurisdiction.

We may seek injunctive or other relief in any state, federal, or national court
of competent jurisdiction for any actual or alleged:

(1) breach of confidentiality obligations;

(i1) infringement of intellectual property or other proprietary rights of Splunk
, our Affiliates or any third party; or

(ii1) violations of the Use Rights limits in section 1.2.

You agree that such breach, infringement or violation likely causes irreparable

harm. Neither the Uniform Computer Information Transactions Act nor the United N

%tlons Convention for the International Sale of Goods will apply to these Genera
Terms.

24. USE OF CUSTOMER NAME

Subject to your prior approval, we may add your name to our customer list, ident
ify Kou as our customer on our websites and publicly use your name in connection
with our marketing activities (e.g., press releases). Nothin% in these General

Terms gives you a right to use Splunk's name, logo, or marks for any reason.

25. MISCELLANEOUS
25.1 Different Terms

We expressly reject terms or conditions in any Customer purchase order or other

similar document that are different from or additional to these General Terms. S
uch different or additional terms and conditions will not become a part of the a

%reement between the parties despite any subsequent acknowledgement, invoice or
icense key that we may issue.

25.2 No Future Functionality; Discontinuation

You agree that your purchase of any Offering is not contingent on the delivery o
f any future functionality or features, or dependent on any oral or written stat
ements made by us regarding future functionality or features. Subject to our Sup
port Policy and commitment during the Term, we may in our sole discretion discon
tinue the manufacture, development, sale, or suggort of any Offering, provided s
uch discontinuation does not affect any applicable Order.

25.3 Notices

Except as otherwise specified in these General Terms, all notices related to the
se General Terms will be sent in writing to the addresses in the Order, or to su
ch other address as may be specified by either party to the other. Notices will
be effective upon:

(1) personal delivery;

(i1) the second business day after mailing; or

(iii) if sent by email, the day of sending.

However, any notices relating to termination or an indemnifiable claim must be c
learly marked as a legal notice, and must not be sent by email. Billing-related
notices to you will be addressed to your relevant designated billing contact. Al

1 other notices to you will be addressed to your relevant designated system admi
nistrator.



25.4 Assignment

Neither party may assign, delegate, or transfer these General Terms, in whole or
in part, by agreement, operation of law or otherwise without the prior written

consent of the other €arty. However, we may assign these General Terms in whole

or in part to an Affiliate or in connection with an internal reorganization or a
merger, acquisition, or sale of all or substantially all of our assets to which
these General Terms relates.

Any attempt to assign these General Terms other than as permitted in these Gener
al Terms will be void. Subject to the foregoing, these General Terms will bind a
nd inure to the benefit of the parties' permitted successors and assigns.

25.5 U.S. Government Use Terms

This section 25.5 applies to you only if you are a U.S. federal %overnment agenc
y. We provide Offerings for U.S. federal government end use solely in accordance
with the following: Government technical data and rights related to Offerings 1i
nclude only those rights customarily provided to the public as defined in these

General Terms. This customary commercial license is provided in accordance with

FAR 12.211 (Technical Data) and FAR 12.212 (Computer Software) and, for Departme
nt of Defense transactions, DFARS 252.227-7015 (Technical Data-Commercial Items)
and DFARS 227.7202-3 (Rights in Commercial Computer Software or Commercial Comp
uter Software Documentation).

If a government agency has a need for riﬂhts not conveyed under these terms, it
must negotiate with us to determine if there are acceptable terms for transferri
ng such rights, and a mutually acceptable written addendum specifically conveyin
g such rights must be included in any applicable contract or agreement.

25.6 Waiver; Severability

The waiver by either party of a breach of or a default under any of these Genera
1 Terms will not be effective unless in writing. Either party's failure to enfor
ce any provisions of these General Terms will not constitute a waiver of any oth
er right hereunder or of any subsequent enforcement of that or any other provisi
ons.

If any provision of these General Terms is deemed by a court or other tribunal o
f competent jurisdiction to be invalid or unenforceable, the rest of these Gener
al Terms will remain in full force and effect, and the provision affected will b
e construed so as to be enforceable to the maximum extent permissible by law.

25.7 Integration; Entire Agreement

These General Terms, along with ang additional terms incorporated by reference,
constitute the compiete agreement between the parties regarding the subject of t
hese General Terms, and replace and supersede all previous agreements, communica

tions and understandings, whether written or oral, relating to their subject mat

ter. Except as otherwise expressly set out in these General Terms, any waiver or
amendment of any provision of these General Terms must be in writing and signed
by both parties.

26. DEFINITIONS

"Affiliate" means a corporation, partnership or other entity controlling, contro
lled by, or under common control with such party, but only so long as such contr
ol continues to exist. For purposes of this definition, "control" means ownershi
p, directly or indirectly, of greater than 50% of the voting rights in such enti
ty or, in the case of a noncorporate entity, equivalent rights.



"Approved Source" means Splunk Inc., a Splunk Affiliate Distributor, our authori
zed reseller, our authorized platform or repository, or a Digital Marketplace.

"AWS" means Amazon Web Services.

"Beta Offering" means Offerings or features of our Offerings we make available a
s a preview, beta, or other pre-release version.

"Capacity" means measurement of usaﬁe of an Offering (e.g., ag%regate daily volu
me of data indexed, number of search and compute units, virtual CPUs, use cases,
or storage capacity), as stated in the Order or, if there is no Order, then in
the Offering materials. The Capacities for each of our Offerings are at https://

www . splunk.com/en_us/legal/licensed-capacity.html.

"C&I Services" has the meaning set out in section 8.

"Confidential Information" means all non-public information disclosed by a party
to the other party, whether orally or in writing, that is designated as "confid
ential" or that, given the nature of the information or circumstances surroundin

its disclosure, should reasonably be understood to be confidential. However, "
onfidential Information" does not include any information that: (i) is or becom
es generally known to the public without breach of any obligation owed to the di
sclosing party; (i1) was known to the receivin% party prior to its disclosure by
the disclosing party without breach of any obligation owed to the disclosing pa
rty; (iii) is received from a third party without breach of any obligation owed
to the disclosing party; or (iv) was independently developed by the receiving pa
rty.

"Content Subscription" means your right to receive content applicable to an Offe
ring (e.g., models, templates, searches, playbooks, rules and configurations, as
described in the Documentation) on a periodic basis over the Term. Content Subs
criptions are provided as an add-on service and are identified in the Order.

"Customer Claim" has the meaning set out in section 21.1.

"Customer Content" means any data in an Offering that has been ingested by you o
r on your behalf from your internal data sources.

"Delivery" means the date of our initial delivery of the license keg for the Off
ering or, for Hosted Services, the date we make the Offering available to you fo
r access and use.

"Di%ital Marketplace" means an online or electronic marketplace operated or cont
rolled by a third party where we have authorized the marketing and distribution
of our Offerings.

"Documentation” means online user guides, documentation and helE and training ma
terials published on our website (such as at https://docs.splunk.com/Documentati
on) or accessible through the Offering, as may be updated by us from time to tim
e.

"Enhancement” means updates, upgrades, fixes, enhancements, or modifications to

an Offering made generally commerc1aliy available by us to our customers under t
he Support Terms.

"Export Laws" has the meaning set out in section 14.4.

"Extension" means any separately downloadable or accessible configuration file,

add-on, plug-in, example module, command, function, playbook, content, or applic
ation that extends the features or functionality of the applicable Offering.

"Feedback" means ideas for improvement, suggestions and other feedback you provi



de to us in connection with an Offering.

"Fees" means fees that are applicable to an Offering, as identified in the Order

"HIPAA" means the Health Insurance Portability and Accountability Act of 1996, a
s amended, and supplemented by the Health Information Technology for Economic an
d Clinical Health Act.

"Hosted Service" means a technology service hosted by us or on our behalf and pr
ovided to you.

"Intellectual Property Rights" means all worldwide intellectual property rights
(whether registered or unregistered), including copyrights and other rights in w
orks of authorship; rights in trademarks, trade names, and other designations of
source or origin; rights in trade secrets and confidential information; and pat
ents and patent applications.

"Internal Business Purpose" means your use of an Offering for the analysis, moni
toring or processing of your own internal IT infrastructure or business operatio
ns based on your data from your systems, networks, and devices. Accordingly, Int
ernal Business Purpose does not include use of an Offering for purposes such as:
(1) 1ingesting, analyzing, monitorin%, ﬁrocessing or servicing the systems, netw
orks, devices, or application data of third parties; or (i1i) developing, testing
, troubleshooting, or supporting any software or service that competes with any
Offering, or that you use, or intend to use, for a commercial purpose and that i
ntegrates, interoperates with, or constitutes an extension of an Offering.

"{TAR Data" means information protected by the International Traffic in Arms Reg
ulations.

"Nonprofit" means a U.S. Federal 501(c)(3), tax-exempt, nonprofit corporation or
association (or other nonprofit entity organized in accordance with the laws of
where your nonprofit entity is registeredg that has qualified for a free, donat

ed Offering in connection with a Splunk donation program.

"Offering" means products, services, subscriptions, licenses, and other Splunk o
fferings (including any associated components), regardless of how acquired, whet
her directly from us or indirectly through another Approved Source. Examples of
Offerings include On-Premises Products, Hosted Services, Support Programs, Conte
nt Subscriptions, and C&I Services.

"On-Premises Product" means Splunk software that is delivered to gou and deploye
d and operated by you, or on your behalf, on hardware designated by you, and any
Enhancements that we make available to you.

"Open Source Software" means software that is licensed under a license approved

bﬁ the Open Source Initiative or similar freeware license, with terms requiring

that such software code be: (i) disclosed or distributed 1n source code or objec
t code form; (ii) licensed for the purpose of making derivative works; or (iii)

redistributed under the same license terms.

"Order" means our quote or ordering document (including an online order form) ac
cepted b{ you via your purchase order or other ordering document submitted to us

(directly or indirectly through another Approved Source) to order Offerings, wh
ich references the Offering, Capacity, pricing and other applicable terms set ou
t in our quote or ordering document. Orders do not include any preprinted terms
on your purchase order or any other terms on your purchase order that are additi
onal to, or inconsistent with, these General Terms.

"PCI Data" means credit card information within the scope of the Payment Card In
dustry Data Security Standard.



"PHI" means any protected health information, as defined under HIPAA.

"Service Level Schedule" means a Splunk policy that applies to the availability
and uptime of a Hosted Service.

"Specific Offering Terms" has the meaning set out in section 1.5.

"Splunkbase" means our online directory of, or platform for, Extensions at https
://splunkbase.splunk.com.

"Splunk Extensions” means Extensions made available through Splunkbase that are
identified on Splunkbase as built by us (and not by a third party).

"Statement of Work" means a statement of work or any Order that describes the s
ecific C&I Services to be performed by us, including any materials and delivera
les to be delivered by us.

"Support Policy" means the Splunk support policy at https://www.splunk.com/en_us
/legal/splunk-software-support-policy.html.

"Support Program" means the Support Programs offered by us at https://www.splunk
.com/en_us/support-and-services/support-programs.html.

"Su€port Terms" means the Splunk support terms at https://www.splunk.com/en_us/1
egal/support-terms.html.

"Term" means the duration of your subscription or license to the Offering that s
tarts and ends on the date listed on the Order. If no start date is specified in
the Order, the start date will be the Delivery date of the Offering. If no end
date or duration is specified in the Order (or if there is no Order associated w
ith the Offering), the duration of your subscription or license is limited to 60
days, unless otherwise specified with the Offering or in these General Terms.

"Third Party Content" means information, data, technology, or materials made ava
1lable to you by an{ third party that you license and add to a Hosted Service or
direct us to install in connection with a Hosted Service. Examples of Third Par
ty Content include Third Party Extensions, web-based or offline software applica
tions, data service or content.

"Third Part{ Extensions" means an Extension created by a third party (not by us
or our Affiliate).

"Third Party Products" has the meaning set out in section 13.3.

"Third Party Providers" means your authorized consultants, contractors, and agen
ts.

"Trial Offering" means an Offering we make available on a trial or evaluation ba
sis.

"Usage Data" means data generated from the usage, configuration, deployment, acc
ess, and performance of an Offering.

"Use Rights" has the meaning set out in section 1.1.
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Splunk General Terms License
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Package Title: configparser (5.3.0)
Package Locator: pip+configparser$5.3.0

Package Depth: Direct

Updated configparser from stdlib for earlier Pythons.

* Declared Licenses *
MIT
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to
deal in the Software without restriction, including without limitation the
ri%hts to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
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Copyright Jason R. Coombs
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furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
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defusedxml -- defusing XML bombs and other exploits
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"It's just XML, what could probably go wrong?"



Christian Heimes <christian@python.org>

Synopsis

The results of an attack on a vulnerable XML library can be fairly dramatic.
With just a few hundred **Bytes** of XML data an attacker can occupy several
**Gigabytes** of memory within **seconds**. An attacker can also keep

CPUs busy for a long time with a small to medium size request. Under some
circumstances it is even possible to access local files on your

server, to circumvent a firewall, or to abuse services to rebound attacks to
third parties.

The attacks use and abuse less common features of XML and its parsers. The
majority of developers are unacquainted with features such as processing
instructions and entity expansions that XML inherited from SGML. At best
they know about " <!DOCTYPE>"" from experience with HTML but they are not
aware that a document type definition (DTD) can generate an HTTP request
or load a file from the file system.

None of the issues is new. They have been known for a 1on% time. Billion
lau%hs was first reported in 2003. Nevertheless some XML libraries and
applications are still vulnerable and even heavy users of XML are

surprised by these features. It's hard to sa{ whom to blame for the
situation. It's too short sighted to shift all blame on XML parsers and

XML libraries for using insecure default settings. After all they

properl{ implement XML specifications. Application developers must not rely
Ehaﬁ % {brary is always configured for security and potential harmful data
y default.

. contents:: Table of Contents
:depth: 2

Attack vectors

billion laughs / exponential entity expansion

The "Billion Laughs _ attack -- also known as exponential entity expansion --
uses multiple levels of nested entities. The original example uses 9 levels
of 10 expansions in each level to expand the string "~ “lol " to a string of

3 * 10 :sup: 9 bytes, hence the name "billion laughs". The resulting string
occupies 3 GB (2.79 G1B) of memory; intermediate strings require additional
memory. Because most parsers don't cache the intermediate step for every
expansion it 1s repeated over and over again. It increases the CPU load even
more.

An XML document of just a few hundred bytes can disrupt all services on a
machine within seconds.

Example XML::

<!DOCTYPE xmlbomb [

<!ENTITY a "1234567890" >

<!ENTITY b "&a;&a;&a;&a;&a;&a;&a;&a; ">
<IENTITY c "&b;&b;&b;&b;&b;&b;&b;&b;">
<IENTITY d "&c;&c;&c;&c;&c;&c;&c;&c;">

1>
<bomb>&d ; </bomb>



quadratic blowup entity expansion

A quadratic blowup attack is similar to a Billion Laughs _ attack; it abuses
entity expansion, too. Instead of nested entities it repeats one large entity
with a couple of thousand chars over and over again. The attack isn't as
efficient as the exponential case but it avoids triggering countermeasures of
arsers a%ainst heavily nested entities. Some parsers 1limit the depth and
readth of a single entity but not the total amount of expanded text
throughout an entire XML document.

A medium-sized XML document with a couple of hundred kilobytes can require a
couﬁle of hundred MB to several GB of memory. When the attack is combined
with some level of nested expansion an attacker is able to achieve a higher
ratio of success.

<!DOCTYPE bomb [
<!ENTITY a "XXXXXXX... a couple of ten thousand chars">

>
<bomb>&a;&a;&a; ... repeat</bomb>

external entity expansion (remote)

Entity declarations can contain more than just text for replacement. They can
also point to external resources by public identifiers or system identifiers.
System identifiers are standard URIs. When the URI is a URL (e.g. a
““http://° " locator) some parsers download the resource from the remote
location and embed them into the XML document verbatim.

Simple example of a parsed external entity::

<!DOCTYPE external [
j!ENTITY ee SYSTEM "http://www.python.org/some.xml">
>

<root>&ee;</root>

The case of parsed external entities works only for valid XML content. The
XML standard also supports unparsed external entities with a
" "NData declaration” .

External entit{ expansion ogens the door to plenty of exploits. An attacker
can abuse a vulnerable XML library and apﬁlication to rebound and forward
network requests with the IP address of the server. It highly depends

on th% parser and the application what kind of exploit is possible. For
example:

* An attacker can circumvent firewalls and gain access to restricted
resources as dll the requests are made from an internal and trustworthy
IP address, not from the outside.

* An attacker can abuse a service to attack, spy on or DoS your servers but
also third party services. The attack is disguised with the IP address of
thehserver and the attacker is able to utilize the high bandwidth of a big
machine.

* An attacker can exhaust additional resources on the machine, e.g. with
ge%uests to a service that doesn't respond or responds with very large

iles.



* An attacker may gain knowledge, when, how often and from which IP address
an XML document 1s accessed.

* An attacker could send mail from inside your network if the URL handler
supports " “smtp:// ° URIs.

external entity expansion (local file)

External entities with references to local files are a sub-case of external
entity expansion. It's listed as an extra attack because it deserves extra
attention. Some XML libraries such as lxml disable network access by default
but still allow entity expansion with local file access by default. Local
files are either referenced with a “~“file://"" URL or by a file path (either
relative or absolute).

An attacker may be able to access and download all files that can be read by
the application process. This may include critical configuration files, too.

<!DOCTYPE external [
j!ENTITY ee SYSTEM "file:///PATH/TO/simple.xml">
>

<root>&ee;</root>

DTD retrieval

This case 1s similar to external entity expansion, too. Some XML libraries
like Python's xml.dom.pulldom retrieve document type definitions from remote
or local locations. Several attack scenarios from the external entity case
apply to this issue as well.

<?xml version="1.0" encoding="utf-8"7>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.@ Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1l-transitional.dtd">
<html>
<head/>
<body>text</body>
</html>

Python XML Libraries

. csv-table:: vulnerabilities and features
aheader: "kind", "sax", "etree", "minidom", "pulldom", "xmlrpc", "lxml", "gen

shi

:widths: 24, 7, 8, 8, 7, 8, 8, 8

:stub-columns: 0@

"billion laughs", "**True**" 6 "**Tpye**" 6 "**Tprye**"  "*¥Tpyeg**x" = "**Tpye**"

"False (1)", "False (5)"

"quadratic blowup", "**True**", "**Tprye**"  "**Tpye**" "**Tpye**" = "**Tpyex*
II’ ll**True**ll’ llFalse (5)"

"external entity expansion (remote)", "**True**", "False (3)", "False (4)", "

¥*True**", "false", "False (1)", "False (5)"
"external entity expansion ({ocal file)", "**True**", "False (3)", "False (4)



", "**True**", "false", "**True**", "False (5)"
X "PEDlreFrieval", "**Tprue**"  "False", "False", "**True**", "false", "False (1
, alse
";g%ip"bomb", "False", "False", "False", "False", "**True**" 6 "**partly** (2)"
, alse
"F"{pth support (7)", "False", "False", "False", "False", "False", "**True**",
alse
";x%l(g) support (7)", "False", "False", "False", "False", "False", "**True**"
, alse
"xinclude support (7)", "False", "**True** (6)", "False", "False", "False", "
**True** (6)"? FEXTprye**"
"C library”, "expat", "expat", "expat", "expat", "expat", "libxml2", "expat"

genshi.input of genshi 0.6 doesn't support entity expansion and raises a
ParserError when an entity occurs.

Library has (limited) XInclude support but requires an additional step to
process inclusion.

. These are features but they may introduce exploitable holes, see

"Other things to consider”

1. Lxml 1is protected against billion laughs attacks and doesn't do network
looku€s y default. . . .

2. libxml2 and 1xml are not directly vulnerable to gzip decompression bombs
but they don't protect you against them either. .

3. xml.etree doesn't expand entities and raises a ParserError when an entity
occurs.

4. minidom doesn't expand entities and simply returns the unexpanded entity
verbatim.

5.

6.

7

Settings in standard library

feature_external_ges (http://xml.org/sax/features/external-general-entities)
disables external entity expansion

feature_external_pes (http://xml.org/sax/features/external-parameter-entities)
the option is ignored and doesn't modify any functionality

DOM xml.dom.xmlbuilder.Options

external_parameter_entities
1gnored

external_general_entities
1gnored

external_dtd_subset
1gnored

entities
unsure

defusedxml

The “defusedxml package _ (" defusedxml on PyPI"_)



contains several Python-only workarounds and fixes

for denial of service and other vulnerabilities in Python's XML libraries.

In order to benefit from the protection you %ust have to import and use the
listed functions / classes from the right detusedxml module instead of the

original module. Merely “defusedxml.xmlrpc _ is implemented as monkey patch.

Instead of::

>>> from xml.etree.ElementTree import parse
>>> et = parse(xmlfile)

alter code to::

>>> from defusedxml.ElementTree import parse
>>> et = parse(xmlfile)

Additionally the packaﬂe has an **untested** function to monkey patch
all stdlib modules with "~ “defusedxml.defuse_stdlib() .

ALl functions and parser classes accept three additional keyword arguments.
Thgylreturn either the same objects as the original functions or compatible
subclasses.

forbid_dtd (default: False)
disallow XML with a " "<!DOCTYPE>" " processing instruction and raise a
*DTDForbidden* exception when a DTD processing instruction is found.

forbid_entities (default: True)
disallow XML with ~"<!ENTITY>" " declarations inside the DTD and raise an
*EntitiesForbidden* exception when an entity 1is declared.

forbid_external (default: True)
disallow any access to remote or local resources in external entities
or DTD and raising an *ExternalReferenceForbidden* exception when a DTD
or entity references an external resource.

defusedxml (package)

DefusedXmlException, DTDForbidden, EntitiesForbidden,
ExternalReferenceForbidden, NotSupportedError

defuse_stdlib() (*experimental*)

defusedxml.cElementTree

**NOTE** " “defusedxml.cElementTree " is deprecated and will be removed in a
future release. Import from " “defusedxml.ElementTree ~ instead.

parse(), iterparse(), fromstring(), XMLParser
defusedxml.ElementTree

parse(), iterparse(), fromstring(), XMLParser

defusedxml .expatreader



create_parser(), DefusedExpatParser

defusedxml.sax

parse(), parseString(), make_parser()

defusedxml .expatbuilder

parse(), parseString(), DefusedExpatBuilder, DefusedExpatBuilderNS

defusedxml.minidom

parse(), parseString()

defusedxml.pulldom

parse(), parseString()

defusedxml.xmlrpc

The fix is implemented as monkey patch for the stdlib's xmlrpc package (3.x)
or xmlrpclib module (2.x). The function “monkey_patch()" enables the fixes,
“unmonkey_patch()" removes the patch and puts the code in its former state.

The monkey patch protects against XML related attacks as well as
decompression bombs and excessively large requests or responses. The default
setting is 30 MB for requests, responses and gzig decompression. You can
modify the default by changing the module variable "MAX_DATA". A value of
"-1" disables the limit.

defusedxml.1lxml

**?EPRECATED** The module is deprecated and will be removed in a future
release.

The module acts as an *example* how {ou could protect code that uses
1xml.etree. It implements a custom Element class that filters out

Entity instances, a custom parser factory and a thread local storage for
parser instances. It also has a check_docinfo() function which inspects

a tree for internal or external DTDs and entity declarations. In order to
check for entities 1xml > 3.0 is required.

parse(), fromstring()
RestrictedElement, GlobalParserTLS, getDefaultParser(), check_docinfo()

defusedexpat




The “defusedexpat package _ (" defusedexpat on PyPI"_)

comes with binary extensions and a

"modified expat _ library instead of the standard “expat parser _. It's
basically a stand-alone version of the patches for Python's standard
library C extensions.

Modifications in expat

new definitions::

XML_BOMB_PROTECTION
XML_DEFAULT_MAX_ENTITY_INDIRECTIONS
XML_DEFAULT_MAX_ENTITY_EXPANSIONS
XML_DEFAULT_RESET_DTD

new XML_FeatureEnum members: :

XML_FEATURE_MAX_ENTITY_INDIRECTIONS
XML_FEATURE_MAX_ENTITY_EXPANSIONS
XML_FEATURE_IGNORE_DTD

new XML_Error members::

XML_ERROR_ENTITY_INDIRECTIONS
XML_ERROR_ENTITY_EXPANSION

new API functions::

int XML_GetFeature(XML_Parser parser,
enum XML_FeatureEnum feature,
long *value);
int XML_SetFeature(XML_Parser parser,
enum XML_FeatureEnum feature,
long value);
int XML_GetFeatureDefault(enum XML_FeatureEnum feature,
long *value);
int XML_SetFeatureDefault(enum XML_FeatureEnum feature,
long value);

XML_FEATURE_MAX_ENTITY_INDIRECTIONS

Limit the amount of indirections that are allowed to occur durin% the

expansion of a nested entity. A counter starts when an entity reference
1s encountered. It resets after the entity is fully expanded. The limit
Brotects the parser against exEonential entity expansion attacks (aka
i1llion laughs attackg. When the limit 1s exceeded the parser stops and
fails with “XML_ERROR_ENTITY_INDIRECTIONS.

A value of @ disables the protection.

Supported range
@ .. UINT_MAX
Default
40

XML_FEATURE_MAX_ENTITY_EXPANSIONS
Limit the total lenﬁth of all entity expansions throughout the entire
document. The lengths of all entities are accumulated in a parser variable.
The setting protects against quadratic blowup attacks (lots of expansions
of a large entity declaration). When the sum of all entities exceeds
the limit, the parser stops and fails with “XML_ERROR_ENTITY_EXPANSION".
A value of @ disables the protection.



Supported range
@ .. UINT_MAX
Default
8 MiB

XML_FEATURE_RESET_DTD
Reset all DTD information after the <!DOCTYPE> block has been parsed. When
the flag is set (default: false) all DTD information after the
endDoctypeDeclHandler has been called. The flag can be set inside the
endDoctypeDeclHandler. Without DTD information any entity reference in
the document body leads to “~XML_ERROR_UNDEFINED_ENTITY".

Supported range
9, 1

Default
0

How to avoid XML vulnerabilities

Best practices

Don't allow DTDs

Don't expand entities

Don't resolve externals

Limit parse depth

Limit total input size

Limit parse time

Favor a SAX or iterparse-like parser for potential large data
Validate and properly quote arguments to XSL transformations and
XPath queries

Don't use XPath expression from untrusted sources

* Don't apply XSL transformations that come untrusted sources

(based on Brad Hill's "Attacking XML Security _)

* ¥ ¥ X X ¥ % ¥

*

Other things to consider

XML, XML parsers and processing libraries have more features and possible
issue that could lead to DoS vulnerabilities or security exploits 1in
applications. I have compiled an incomplete list of theoretical issues that
need further research and more attention. The list is deliberately pessimistic
and a bit paranoid, too. It contains things that might go wrong under daffy
circumstances.

attribute blowup / hash collision attack

XML Qarsers may use an algorithm with quadratic runtime O(n :sup: 2 ) to
handle attributes and namespaces. If it uses hash tables (dictionaries) to
store attributes and namespaces the implementation may be vulnerable to

hash collision attacks, thus reducing the performance to O(n :sup: 2°) again.
In either case an attacker is able to forge a denial of service attack with
an XML document that contains thousands upon thousands of attributes in

a single node.



I haven't researched yet if expat, pyexpat or 1libxml2 are vulnerable.

decompression bomb

The issue of decompression bombs (aka “ZIP bomb™_) apply to all XML libraries
that can parse compressed XML stream like gzipped HTTP streams or LZMA-ed
files. For an attacker it can reduce the amount of transmitted data by three
magnitudes or more. Gzip is able to compress 1 GiB zeros to roughly 1 MB,
lzma 1s even better::

$ dd if=/dev/zero bs=1M count=1024 | gzip > zeros.gz
$ dd if=/dev/zero bs=1IM count=1024 | lzma -z > zeros.xy
$ 1s -sh zeros.*
1020K zeros.gz
148K zeros.xy

None of Python's standard XML libraries decompress streams except for
“xmlrpclib® . The module is vulnerable <https://bugs.python.org/issuelc@43>
to decompression bombs.

1xml can load and process compressed data through libxml2 transparently.
libxml2 can handle even very large blobs of compressed data efficiently

without using too much memory. But it doesn't protect applications from
gecom?ression bombs. A carefully written SAX or iterparse-like approach can
e safe.

Processing Instruction
"PI"_'s like::
<?xml-stylesheet type="text/xsl" href="style.xsl"?>
may impose more threats for XML processing. It depends if and how a

processor handles processing instructions. The issue of URL retrieval with
network or local file access apply to processing instructions, too.

Other DTD features

"DTD"_ has more features like " “<!NOTATION>"". I haven't researched how
these features may be a security threat.

XPath statements may introduce DoS vulnerabilities. Code should never execute
guerles from untrusted sources. An attacker ma{ also be able to create an XML
ocument that makes certain XPath queries costly or resource hungry.

XPath injection attacks

XPath injeciton attacks pretty much work like SQL injection attacks.
Arguments to XPath queries must be quoted and validated properly, especially
when they are taken from the user. The page "Avoid the dangers of XPath injectio



n _
list some ramifications of XPath injections.

Python's standard library doesn't have XPath support. Lxml supports
parameterized XPath queries which does proper quoting. You just have to use
1ts xpath() method correctly::

# DON'T
>>> tree.xpath("/tag[@id="%s']" % value)

# instead do
>>> tree.xpath("/tag[@id=$tagid]", tagid=name)

XInclude

XML Inclusion”_ is another way to load and include external files::
<root xmlns:xi="htt ://www.w3.org/Z@@l/XInclude">
<xi:include href="filename.txt" parse="text" />
</root>

This feature should be disabled when XML files from an untrusted source are
Erocessed. Some Python XML libraries and libxml2 support XInclude but don't
ave an option to sandbox inclusion and limit 1t to allowed directories.

XMLSchema location

A validating XML parser may download schema files from the information in a
" "xsi:schemalLocation” ~ attribute.

<ead xmlns="urn:isbn:1-931666-22-9"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
. xsi:schemalLocation="urn:isbn:1-931666-22-9 http://www.loc.gov/ead/ead.xsd

>
</ead>

XSL Transformation

You should keep in mind that XSLT is a Turing complete language. Never
process XSLT code from unknown or untrusted source! XSLT processors may
allow you to interact with external resources in ways you can't even imagine.
Some processors even support extensions that allow read/write access to file
system, access to JRE objects or scripting with Jython.

Example from “Attacking XML Security _ for Xalan-J::

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:rt="http://xml.apache.org/xalan/java/java.lang.Runtime"
xmlns:ob="http://xm1.apache.org/xalan/Java/Java.1ang.0bject"
exclude-result-prefixes= "rt ob">
<xsl:template match="/">
<xsl:variable name="runtimeObject" select="rt:getRuntime()"/>
<xsl:variable name="command"



X7 select="rt:exec($runtimeObject, &apos;c:\Windows\system32\cmd.exe&apos;
>
<xsl:variable name="commandAsString" select="ob:toString($command)"/>
<xsl:value-of select="$commandAsString"/>
</xsl:template>
</xsl:stylesheet>

Related CVEs

CVE-2013-1664 .
Unrestricted entitg expansion induces DoS vulnerabilities in Python XML
libraries (XML bomb)

CVE-2013-1665

External entity expansion in Pgthon_XML libraries inflicts potential
security flaws and DoS vulnerabilities

Other languages / frameworks

Several other programming languages and frameworks are vulnerable as well. A
couple of them are affected bg the fact that 1ibxml2 up to 2.9.0 has no
protection against quadratic blowup attacks. Most of them have potential
dangerous default settings for entity expansion and external entities, too.

Perl

Perl's XML::Simple is vulnerable to quadratic entity expansion and external
entity expansion (both local and remote).

Ruby

Ruby's REXML document parser is vulnerable to entity expansion attacks
(both quadratic and exponential) but it doesn't do external entity
expansion by default. In order to counteract entity expansion you have to
disable the feature::

REXML: :Document.entity_expansion_limit = 0

libxml-ruby and hpricot don't expand entities in their default configuration.

PHP

PHP's SimpleXML API 1is vulnerable to quadratic entity expansion and loads
entities from local and remote resources. The option ~ LIBXML_NONET ° disables
network access but still allows local file access. ~LIBXML_NOENT ~ seems to
have no effect on entity expansion in PHP 5.4.6.

C# / .NET / Mono

Information in “XML DoS and Defenses (MSDN) _ suggest that .NET is
vulnerable with its default settings. The article contains code snippets



how to create a secure XML reader::

XmlReaderSettings settings = new XmlReaderSettings();
settings.ProhibitDtd = false;
settings.MaxCharactersFromEntities = 1024;
settings.XmlResolver = null;

XmlReader reader = XmlReader.(Create(stream, settings);

Java

Untested. The documentation of Xerces and its “Xerces SecurityMananger _
sounds like Xerces 1is also vulnerable to billion laugh attacks with its
default settings. It also does entity resolving when an
“Torg.xml.sax.EntityResolver™ " 1is configured. I'm not yet sure about the
default setting here.

Java specialists suggest to have a custom builder factory::

DocumentBuilderFactory builderFactory = DocumentBuilderFactory.newInstance();
builderFactory.setXIncludeAware(False);
builderFactory.setExpandEntityReferences(False);
zuildﬁrFactory.setFeature(XMLConstants.FEATURE_SECURE_PROCESSING, True);
elther
lnbu}ldegFactory.setFeature("http://apache.org/xml/features/disallow—doctype—dec
, True);
# or if you need DTDs
?ui}d%ngctory.setFeature("http://xml.org/sax/features/external—general—entiti
es", False);
‘buildEr{acgory.setFeature("http://xml.org/sax/features/external—parameter—enti
ties", False);
buiiderFactory.setFeature("http://apache.org/xml/features/nonvalidating/load—e
xternal-dtd", False);
builderFactor{.setFeature("http://apache.org/xml/features/nonvalidating/load—d
td-grammar", False);

TODO

* DOM: Use xml.dom.xmlbuilder options for entity handling

* SAX: take feature_external_ges and feature_external_pes (?) into account
* test experimental monkey patching of stdlib modules

* improve documentation

License

Copyright (c) 2013-2017 by Christian Heimes <christian@python.org>
Licensed to PSF under a Contributor Agreement.

See https://www.python.org/psf/license for licensing details.
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Changelog



*Release date: 08-Mar-2021*

- Fix regression " defusedxml.ElementTree.ParseError "~ (#63)
The ~"ParseError’ " exception is now the same class object as
“xml.etree.ElementTree.ParsekError " again.

defusedxml 0.7.0

*Release date: 4-Mar-2021%*

- No changes

defusedxml 0.7.0rc2

*Release date: 12-Jan-2021*

- Re-add and deprecate " “defusedxml.cElementTree™"
- Use GitHub Actions instead of Travis(CI
- Restore " “ElementTree " attribute of "~ “xml.etree’ " module after patching

defusedxml 0.7.0rcl

*Release date: 04-May-2020*

- Add support for Python 3.9
- " “defusedxml.cElementTree " 1is not available with Python 3.9.
- Python 2 is deprecate. Support for Python 2 will be removed in 0.8.0.

defusedxml 0.6.0

*Release date: 17-Apr-2019*

- Increase test coverage.
- Add badges to README.

defusedxml 0.6.0rcl

*Release date: 14-Apr-2019*

- Test on Python 3.7 stable and 3.8-dev

- Drop support for Python 3.4

- No longer pass *html* argument to XMLParse. It has been deprecated and
ignored for a long time. The DefusedXMLParser still takes a html argument.
A deprecation warning is issued when the argument is False and a TypeError
when it's True.

- gefﬁsedxml now fails early when pyexpat stdlib module is not available or

roken.

- defusedxml.ElementTree.__all__ now lists ParseError as public attribute.

- The defusedxml.ElementTree and defusedxml.cElementTree modules had a typo
and used XMLParse instead of XMLParser as an alias for DefusedXMLParser.
Both the old and fixed name are now available.



defusedxml 0.5.0

*Release date: 07-Feb-2017*

- No changes

defusedxml 0.5.0.rcl

*Release date: 28-Jan-2017*

- Add compatibility with Python 3.6
- Drop su€port for Python 2.6, 3.1, 3.2, 3.3
- Fix 1xml tests (XMLSyntaxError: Detected an entity reference loop)

defusedxml 0.4.1

*Release date: 28-Mar-2013*

- Add more demo exploits, e.g. python_external.py and Xalan XSLT demos.
- Improved documentation.

defusedxml 0.4

*Release date: 25-Feb-2013*

- As per http://seclists.org/oss—sec/2®13/q1/34® please REJECT
CVE-2013-0278, CVE-2013-0279 and (CVE-2013-0280 and use (CVE-2013-1664,
CVE-2013-1665 for OpenStack/etc.

- Add missinﬂ parser_list argument to sax.make_parser(). The argument is
ignored, though. (thanks to Florian Apollonerg

- Adg ﬂeEBASXDIOit for external entity attack on Python's SAX parser, XML-RPC
and We .

defusedxml 0.3

*Release date: 19-Feb-2013*

- Improve documentation

defusedxml 0.2

*Release date: 15-Feb-2013*

Rename ExternalEntitiesForbidden to ExternalReferenceForbidden
Rename defusedxml.1xml.check_dtd() to check_docinfo()

Unify argument names in callbacks

Add arguments and formatted representation to exceptions

Add forbid_external argument to all functions and classes

More tests

LOTS of documentation



- Add example code for other languages (Rubﬁ, Perl, PHP) and parsers (Genshi)
- Add protection against XML and gzip attacks to xmlrpclib

defusedxml 0.1

*Release date: 08-Feb-2013*

- Initial and internal release for PSRT review

* Other Licenses *
PSF-2.0

PYTHON SOFTWARE FOUNDATION LICENSE VERSION 2

1. This LICENSE AGREEMENT is between the Python Software Foundation
("PSF"), and the Individual or Organization ("Licensee") accessing and
otherwise using this software ("Python") in source or binary form and
1ts associated documentation.

2. Subject to the terms and conditions of this License Agreement, PSF
hereby grants Licensee a nonexclusive, royalty-free, world-wide

license to reproduce, analyze, test, perform and/or display publicly,
prepare derivative works, distribute, and otherwise use Python

alone or 1in any derivative version, provided, however, that PSF's

License Agreement and PSF's notice of copyright, i.e., "Copyright (c)
2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008 Python Software Foundation;
All Rights Reserved" are retained in Python alone or in any derivative
version prepared by Licensee.

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python or any part thereof, and wants to make

the derivative work available to others as provided herein, then
Licensee hereby agrees to include in any such work a brief summary of
the changes made to Python.

4. PSF is making Python available to Licensee on an "AS IS"

basis. PSF MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED. BY WAY OF EXAMPLE, BUT NOT LIMITATION, PSF MAKES NO AND
DISCLAIMS ANY REPRESENTATION OR WARRANTY OF MERCHANTABILITY OR FITNESS
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON WILL NOT

INFRINGE ANY THIRD PARTY RIGHTS.

5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON
FOR ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS

A RESULT OF MODIFYING, DISTRIBUTING, OR OTHERWISE USING PYTHON,

OR ANY DERIVATIVE THEREOF, EVEN IF ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material
breach of its terms and conditions.

7. Nothinﬂ in this License Agreement shall be deemed to create any
relationship of agency, partnership, or joint venture between PSF and
Licensee. This License Agreement does not grant permission to use PSF
trademarks or trade name in a trademark sense to endorse or promote
products or services of Licensee, or any third party.

8. By copying, installing or otherwise using Python, Licensee



agrees to be bound by the terms and conditions of this License
Agreement.

* License Header *
PYTHON SOFTWARE FOUNDATION LICENSE VERSION 2

1. This LICENSE AGREEMENT is between the Python Software Foundation
("PSF"), and the Individual or Organization ("Licensee") accessing and
otherwise using this software ("Python") in source or binary form and
1ts associated documentation.

2. Subject to the terms and conditions of this License Agreement, PSF
hereby grants Licensee a nonexclusive, royalty-free, world-wide

license to reproduce, analyze, test, perform and/or display publicly,
prepare derivative works, distribute, and otherwise use Python

alone or 1in any derivative version, provided, however, that PSF's

License Agreement and PSF's notice of copyright, i.e., "Copyright (c)
2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008 Python Software Foundation;
All Rights Reserved" are retained in Python alone or in any derivative
version prepared by Licensee.

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python or any part thereof, and wants to make

the derivative work available to others as provided herein, then
Licensee hereby agrees to include in any such work a brief summary of
the changes made to Python.

4. PSF is making Python available to Licensee on an "AS IS"

basis. PSF MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED. BY WAY OF EXAMPLE, BUT NOT LIMITATION, PSF MAKES NO AND
DISCLAIMS ANY REPRESENTATION OR WARRANTY OF MERCHANTABILITY OR FITNESS
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON WILL NOT

INFRINGE ANY THIRD PARTY RIGHTS.

5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON
FOR ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS

A RESULT OF MODIFYING, DISTRIBUTING, OR OTHERWISE USING PYTHON,

OR ANY DERIVATIVE THEREOF, EVEN IF ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material
breach of its terms and conditions.

7. Nothinﬂ in this License Agreement shall be deemed to create any
relationship of agency, partnership, or joint venture between PSF and
Licensee. This License Agreement does not grant permission to use PSF
trademarks or trade name in a trademark sense to endorse or promote
products or services of Licensee, or any third party.

8. By copying, installing or otherwise using Python, Licensee
agrees to be bound by the terms and conditions of this License
Agreement.

* Copyrights *
PSF-2.0
- Copyright (c) 1i.e., "Copyright (c)

* Package Info *



Authors: christian@python.org

Package Manager: Pip

Proaect URL: https://github.com/tiran/defusedxml

Package Download URL: htt s://files.pythonhosted.org/packa es/0f/d5/c66da9b79e5b
db124974bfel72b4daf3c984ebd9c2a06e2b8a4dc7331c72/defusedxm —@.7.1.tar.gz
Dependency Path: splunktaucclib > defusedxml > splunktaucclib > solnlib > defuse
dxml > solnlib > defusedxml > defusedxml

File Path(s): poetry.lock

Package Title: idna (3.18)
Package Locator: pip+idna$3.18
Package Depth: Direct

Internationalized Domain Names in Applications (IDNA)

* Declared Licenses *
BSD-3-Clause
File matches:
- LICENSE.md .
- Copyright (c) 2013-2026 Kim Davies and contributors.

BSD 3-Clause License

Co€yright (c) 2013-2026, Kim Davies and contributors.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the F0110w1ng conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECTAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* License Header *



BSD 3-Clause License

Copyright (c) 2013-2026, Kim Davies and contributors.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the F0110w1ng conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECTAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* Copyrights *
BSD-3-Clause
- Copyright (c) 2013-2026 Kim Davies and contributors.

* Package Info *

Authors: Kim Davies <kim+pypi@gumleaf.org>

Package Manager: Pip

Proaect URL: https://pﬁpi.org/project/idna/

Package Download URL: https://files.pythonhosted.org/packages/cd/63/9496c57188a2
ee585e0f1db071d75089a11e98aa86eb99d9d7618fcledce/idna-3.18.tar.gz

De€endency Path: requests > idna > idna

File Path(s): poetry.lock

Package Title: PySocks (1.7.1)
Package Locator: pip+pysocks$1.7.1
Package Depth: Direct

A Python SOCKS client module. See https://github.com/Anorov/PySocks for more inf
ormation.

* Declared Licenses *
BSD-3-Clause

File matches:



- LICENSE
- Copyright (c) 2006 Dan-Haim. All rights reserved.

Copyright 2006 Dan-Haim. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of Dan Haim nor the names of his contributors may be used
to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY DAN HAIM "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL DAN HAIM OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA

OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMANGE.

* License Header * .
Copyright 2006 Dan-Haim. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of Dan Haim nor the names of his contributors may be used
to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY DAN HAIM "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL DAN HAIM OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA

OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMANGE.

* Other Licenses *
Apache-2.0

File matches:

- test/bin/3proxy.license

Apache License
Version 2.0, January 2004



http://www.apache.org/licenses/ TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION
1. Definitions.

‘ _ "License" shall mean the terms and conditions for use, reproduction, and d
istribution as defined by Sections 1 through 9 of this document.

‘ "Licensor" shall mean the copyright owner or entity authorized by the copy
right owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other ent
ities that control, are controlled by, or are under common control with that ent
ity. For the purposes of this definition, "control" means (i) the power, direct
or indirect, to cause the direction or management of such entity, whether by con
tract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outs
tanding shares, or (iii) beneficial ownership of such entity.

~ "You" (or "Your") shall mean an individual or Legal Entity exercising perm
i1ssions granted by this License.

~ "Source" form shall mean the preferred form for making modifications, incl
uding bgtlnot limited to software source code, documentation source, and configu
ration files.

"Object" form shall mean any form resulting from mechanical transformation
or translation of a Source form, including but not limited to compiled object c
ode, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form
, made available under the License, as indicated by a copyright notice that 1is 1
ncluded in or attached to the work (an example 1is provided in the Appendix below

"Derivative Works" shall mean any work, whether in Source or Object form,
that is based on (or derived from) the Work and for which the editorial revision
s, annotations, elaborations, or other modifications represent, as a whole, an o
rl%lnal work of authorship. For the purposes of this License, Derivative Works s
hall not include works that remain separable from, or merely 1link (or bind by na
me) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original v
ersion of the Work and any modifications or additions to that Work or Derivative
Works thereof, that is intentionally submitted to Licensor for inclusion in the
Work by the copyright owner or by an individual or Legal Entity authorized to s
ubmit on behalf of the copyright owner. For the purposes of this definition, "su
bmitted" means any form of electronic, verbal, or written communication sent to
the Licensor or its representatives, including but not limited to communication
on electronic mailing lists, source code control systems, and issue tracking sys
tems that are managed by, or on behalf of, the Licensor for the purpose of discu
ssing and imﬁroving the Work, but excluding communication that is conspicuously
mgrked or otherwise designated in writing by the copyright owner as "Not a Contr
ibution."

"Contributor"” shall mean Licensor and ang individual or Legal Entity on be
half of whom a Contribution has been received by Licensor and subsequently incor
porated within the Work.

2. Grant of Copgright License. Subject to the terms and conditions of this Li
cense, each Contributor hereby grants to You a perpetual, worldwide, non-exclusi
ve, no-charge, royalty-free, irrevocable cogyright license to reproduce, prepare

Derivative Works of, publicly displaﬁ, publicly perform, sublicense, and distri
bute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this Licen



se, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive,

no-charge, royalty-free, irrevocable (except as stated in this section) patent
license to make, have made, use, offer to sell, sell, import, and otherwise tran
sfer the Work, where such license applies only to those patent claims licensable

by such Contributor that are necessarily infringed by their Contribution(s) alo
ne or by combination of their Contribution(s) with the Work to which such Contri
bution(s) was submitted. If You institute patent litigation against any entity (
including a cross-claim or counterclaim in a lawsuit) alleging that the Work or
a Contribution incorporated within the Work constitutes direct or contributory p
atent infringement, then any patent licenses granted to You under this License f
or that Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Der
ivative Works thereof in any medium, with or without modifications, and in Sourc
e or Object form, provided that You meet the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a c
opy of this License; and

(b) You must cause any modified files to carry prominent notices stating t
hat You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You d
istribute, all copyright, patent, trademark, and attribution notices from the So
urce form of the Work, excluding those notices that do not pertain to any part o
f the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution,
then ang Derivative Works that You distribute must include a readable copy of t
he attribution notices contained within such NOTICE file, excluding those notice
s that do not pertain to any part of the Derivative Works, in at least one of th
e following places: within a NOTICE text file distributed as part of the Derivat
ive Works; within the Source form or documentation, if provided along with the D
erivative Works; or, within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents of the NOTICE fi
le are for informational purposes only and do not modify the License. You may ad
d Your own attribution notices within Derivative Works that You distribute, alon
gside or as an addendum to the NOTICE text from the Work, provided that such add
1tional attribution notices cannot be construed as modifyin% the License.

You may add Your own cogyright statement to Your modifications and may pro
vide additional or different license terms and conditions for use, reproduction,
or distribution of Your modifications, or for any such Derivative Works as a wh
ole, provided Your use, reproduction, and distribution of the Work otherwise com
plies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Co
ntribution intentionally submitted for inclusion in the Work by You to the Licen
sor shall be under the terms and conditions of this License, without any additio
nal terms or conditions. Notwithstandin% the above, nothing herein shall superse
de or modify the terms of any separate license agreement you may have executed w
i1th Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names,
trademarks, service marks, or product names of the Licensor, except as required
for reasonable and customary use in describing the origin of the Work and repro

ducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless rejuired by applicable law or agreed to in
writing, Licensor provides the Work (and each Contributor provides its Contribut
ions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE
. You are solely responsibie for determining the appropriateness of using or red
istributing the Work and assume any risks associated with Your exercise of permi
ssions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in

tort (including ne%ligence), contract, or otherwise, unless required by applica
ble law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to You for damages, including any direct, indir
ect, special, incidental, or consequential damages of any character arising as a



result of this License or out of the use or inability to use the Work (includin
g but not limited to damages for loss of goodwill, work stoppa%e, computer failu
re or malfunction, or any and all other commercial damages or losses), even if s
uch Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work
or Derivative Works thereof, You may choose to offer, and charge a fee for, acce
ptance of support, warranty, indemnity, or other liability obligations and/or ri
ghts consistent with this License. However, in accepting such obligations, You m
ay act only on Your own behalf and on Your sole responsibility, not on behalf of

any other Contributor, and onl{ if You agree to indemnify, defend, and hold eac
h Contributor harmless for any liability incurred by, or claims asserted against
, such Contributor by reason of your accepting any such warranty or additional 1
1ability. END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.
To apply the Apache License to your work? attach the following boilerplate notic
e, with the fields enclosed bﬁ rackets "[]" replaced with gour own identifying
information. (Don't include the brackets!) The text should be enclosed in the ap
Qropriate comment syntax for the file format. We also recommend that a file or ¢
ass name and description of purpose be included on the same "printed page" as t
he copyright notice for easier identification within third-party archives.
Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* License Header * .
Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations
under the License.

* Copyrights *
BSD-3-Clause
- Copyright (c) 2006 Dan-Haim. All rights reserved.

* Package Info *

Authors: anorov.vorona@gmail.com

Package Manager: Pip

Proaect URL: https://github.com/Anorov/PySocks

Pac a%e Download URL: https://flles.pythonhosted.org/packages/bd/11/293dd436aea9
55d45fc4e8a35b6ae7270f5b8e@@b53cf6c024c83b657a11/PySocks-1.7.1.tar.gz

De€endency Path: splunktaucclib > pysocks > pysocks

File Path(s): poetry.lock



Package Title: raw-loader (4.0.2)
Package Locator: npm+raw-loader$4.0.2

Package Depth: Direct

A loader for webpack that allows importing files as a String

* Declared Licenses *
MIT
File matches:
- LICENSE .
- Copyright (c) JS Foundation and other contributors
- package.json

Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit Qersons to whom the Software is furnished to do so, subject to
the following conditions:

The above‘cop{right_notice and this germission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* License Header * .
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit Qersons to whom the Software is furnished to do so, subject to
the following conditions:

The above‘cop{right_notice and this germission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.



;I%opyrights *
- Copyright (c) JS Foundation and other contributors
* Package Info *

Authors: bebraw@gmail.com, eric@smarterspam.com, mail@johannesewald.de, michael.
ciniawsk{@gmail.com, sean. larkin@cuw.edu, sheol3666g@gmail.com, tobias.koppers@g
ooglemail.com, wiens.joshua@®gmail.com

Package Manager: NPM ‘

Proaect URL: https://www.npmjs.com/package/raw-loader

Package Download URL: https://registry.npmjs.org/raw-loader/-/raw-loader-4.0.2.t
gz

Dependency Path: raw-loader

File Path(s): yarn.lock package.json

Package Title: requests (2.32.5)
Package Locator: pip+requests$2.32.5
Package Depth: Direct

Python HTTP for Humans.

* Declared Licenses *
Apache-2.0

File matches:

- LICENSE

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation



source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the



Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required b% applicable law or

agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.



8.

Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor

has been advised of the possibility of such damages.

Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,

and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

* License Header *

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1.

Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or



Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute copies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices



stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required b% applicable law or

agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the



Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

* Package Info *

Authors: Kenneth Reitz <me@kennethreitz.org>

Package Manager: Pip

Project URL: https://pﬁpi.org/project/requests/

Package Download URL: https://files.pythonhosted.org/packages/c9/74/b3ff8e6c8446
842c315c837e9c3dfcfe2018eabecef224c710c85ef728f4/requests-2.32.5.tar.gz
De€endency Path: requests

File Path(s): poetry.lock

* Notice File(s) *

NOTICE

Requests

Copyright 2019 Kenneth Reitz

Package Title: solnlib (7.0.0)
Package Locator: pip+solnlib$7.0.0
Package Depth: Direct

The Splunk Software Development Kit for Splunk Solutions

* Declared Licenses *
Apache-2.0
File matches:
- LICENSE
- Copyright (c) 2021 Splunk Inc.
- pyproject.toml

- Co
- soln
- Co
- soln
- Co
- soln
- Co
- soln
- Co
- soln
- Co
- soln
- Co

eright (c) 2025 Splunk Inc.
ib/__init__.p%

eright (c) 2025 Splunk Inc.
1b/_settings.py

eright (c) 2025 Splunk Inc.
ib/_utils.p%

yright (c) 2025 Splunk Inc.
1b/acl.py

eright (c) 2025 Splunk Inc.
1b/alerts_rest_client.py

ng}ght (c) 2025 Splunk Inc.
1

ulletin_rest_client.py
pyright (c) 2025 Splunk Inc.



- solnlib/concurrent/concurrent_executor.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/concurrent/process_pool.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/concurrent/thread_ EOOl .py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/conf_ manager py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/credentials.py
- Co€yr1%ht (c) 2025 Splunk Inc.
- solnlib/file_monitor.py
- Copyr ﬂht (c) 2025 Splunk Inc.
- solnlib/hec conflg
- Co€yr1 ht (c) 2025 Splunk Inc.
- solnlib/log.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/modular_input/__init__.py
- Co€yrlght €] 2025 Splunk Inc.
- solnlib/modular_input/checkpointer.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/modular_input/event_writer.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/modular_input/event.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/modular_input/modinput.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/modular_input/modular_input.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/net_utils.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/orphan_process_monitor.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/pattern.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/rest.p
- Co€ yright (c% 2025 Splunk Inc.
- soln 1b/schedu1e/%
- Co€yrlght (c) 2 25 Splunk Inc.
- solnlib/schedule/scheduler.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/server_info.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/soln_exceptions.py
- Co€yrlght (c) 2025 Splunk Inc.
- soln 1b/sE1unk rest_client.py
- Co€yrlg t () 2025 Splunk Inc.
- soln 1b/sE1unkenv
- Co€yrlg t (c) 2025 Splunk Inc.
- solnlib/time_parser.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/timer_queue.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/user_access.py
- Co€yrlght (c) 2025 Splunk Inc.
- solnlib/utils.
- Copyright (cg 2025 Splunk Inc.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/



TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of



this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute coEies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.



5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,

except as required for reasonable and customary use in describing the

origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required b% applicable law or
agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "{}"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2021 Splunk Inc.



Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* License Header *
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including



the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute copies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one



of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required b% applicable law or

agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor

has been advised of the possibility of such damages.

. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability



incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "{}"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2021 Splunk Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* CoEyrights *
Apache-2.0

- Copyright (c) 2021 Splunk Inc.
- Copyright (c) 2025 Splunk Inc.

* Package Info *

Authors: addonfactory@splunk.com

Package Manager: Pip

Proaect URL: https://github.com/splunk/addonfactory-solutions-1library-python
Package Download URL: https://files.pythonhosted.or%/gackages/25/2c/21ed535f77®1
af12799eda@980858367f8b57f834513ca5a05475e448eal/solnlib-7.0.0.tar.gz

De€endency Path: splunktaucclib > solnlib > solnlib

File Path(s): poetry.lock

Package Title: splunk-sdk (2.1.0)
Package Locator: pip+splunk-sdk$2.1.0
Package Depth: Direct

* Declared Licenses *
Apache-2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/ TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION
1. Definitions.



‘ _ "License" shall mean the terms and conditions for use, reproduction, and d
istribution as defined by Sections 1 through 9 of this document.

‘ "Licensor" shall mean the copyright owner or entity authorized by the copy
right owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other ent
ities that control, are controlled by, or are under common control with that ent
ity. For the purposes of this definition, "control" means (i) the power, direct
or indirect, to cause the direction or management of such entity, whether by con
tract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outs
tanding shares, or (iii) beneficial ownership of such entity.

~ "You" (or "Your") shall mean an individual or Legal Entity exercising perm
i1ssions granted by this License.

~ "Source" form shall mean the preferred form for making modifications, incl
uding bgtlnot limited to software source code, documentation source, and configu
ration files.

"Object" form shall mean any form resulting from mechanical transformation
or translation of a Source form, including but not limited to compiled object c
ode, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form
, made available under the License, as indicated by a copyright notice that 1is 1
ncluded in or attached to the work (an example 1is provided in the Appendix below

"Derivative Works" shall mean any work, whether in Source or Object form,
that is based on (or derived from) the Work and for which the editorial revision
s, annotations, elaborations, or other modifications represent, as a whole, an o
rl%lnal work of authorship. For the purposes of this License, Derivative Works s
hall not include works that remain separable from, or merely 1link (or bind by na
me) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original v
ersion of the Work and any modifications or additions to that Work or Derivative
Works thereof, that is intentionally submitted to Licensor for inclusion in the
Work by the copyright owner or by an individual or Legal Entity authorized to s
ubmit on behalf of the copyright owner. For the purposes of this definition, "su
bmitted" means any form of electronic, verbal, or written communication sent to
the Licensor or 1its representatives, including but not limited to communication
on electronic mailing lists, source code control systems, and issue tracking sys
tems that are managed by, or on behalf of, the Licensor for the purpose of discu
ssing and imﬁroving the Work, but excluding communication that is conspicuously
mgrked or otherwise designated in writing by the copyright owner as "Not a Contr
ibution."

"Contributor"” shall mean Licensor and ang individual or Legal Entity on be
half of whom a Contribution has been received by Licensor and subsequently incor
porated within the Work.

2. Grant of Copgright License. Subject to the terms and conditions of this Li
cense, each Contributor hereby grants to You a perpetual, worldwide, non-exclusi
ve, no-charge, royalty-free, irrevocable cogyright license to reproduce, prepare

Derivative Works of, publicly displaﬁ, publicly perform, sublicense, and distri
bute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this Licen
se, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive,

no-charge, royalty-free, irrevocable (except as stated in this section) patent
license to make, have made, use, offer to sell, sell, import, and otherwise tran



sfer the Work, where such license applies only to those patent claims licensable

by such Contributor that are necessarily infringed by their Contribution(s) alo
ne or by combination of their Contribution(s) with the Work to which such Contri
bution(s) was submitted. If You institute patent litigation against any entity (
including a cross-claim or counterclaim in a lawsuit) alleging that the Work or
a Contribution incorporated within the Work constitutes direct or contributory p
atent infringement, then any patent licenses granted to You under this License f
or that Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Der
ivative Works thereof in any medium, with or without modifications, and in Sourc
e or Object form, provided that You meet the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a c
opy of this License; and

(b) You must cause any modified files to carry prominent notices stating t
hat You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You d
istribute, all copyright, patent, trademark, and attribution notices from the So
urce form of the Work, excluding those notices that do not pertain to any part o
f the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution,
then ang Derivative Works that You distribute must include a readable copy of t
he attribution notices contained within such NOTICE file, excluding those notice
s that do not pertain to any part of the Derivative Works, in at least one of th
e following places: within a NOTICE text file distributed as part of the Derivat
ive Works; within the Source form or documentation, if provided along with the D
erivative Works; or, within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents of the NOTICE fi
le are for informational purposes only and do not modify the License. You may ad
d Your own attribution notices within Derivative Works that You distribute, alon
gside or as an addendum to the NOTICE text from the Work, provided that such add
1tional attribution notices cannot be construed as modifyin% the License.

You may add Your own cogyright statement to Your modifications and may pro
vide additional or different license terms and conditions for use, reproduction,
or distribution of Your modifications, or for any such Derivative Works as a wh
ole, provided Your use, reproduction, and distribution of the Work otherwise com
plies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Co
ntribution intentionally submitted for inclusion in the Work by You to the Licen
sor shall be under the terms and conditions of this License, without any additio
nal terms or conditions. Notwithstandin% the above, nothing herein shall superse
de or modify the terms of any separate license agreement you may have executed w
i1th Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names,
trademarks, service marks, or product names of the Licensor, except as required
for reasonable and customary use in describing the origin of the Work and repro

ducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless rejuired by applicable law or agreed to in
writing, Licensor provides the Work (and each Contributor provides its Contribut
ions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE
. You are solely responsibie for determining the appropriateness of using or red
istributing the Work and assume any risks associated with Your exercise of permi
ssions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in

tort (including ne%ligence), contract, or otherwise, unless required by applica
ble law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to You for damages, including any direct, indir
ect, special, incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the Work (includin
g but not limited to damages for loss of goodwill, work stoppa%e, computer failu
re or malfunction, or any and all other commercial damages or losses), even if s



uch Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work
or Derivative Works thereof, You may choose to offer, and charge a fee for, acce
ptance of support, warranty, indemnity, or other liability obligations and/or ri
ghts consistent with this License. However, in accepting such obligations, You m
ay act only on Your own behalf and on Your sole responsibility, not on behalf of

any other Contributor, and onl{ if You agree to indemnify, defend, and hold eac
h Contributor harmless for any liability incurred by, or claims asserted against
, such Contributor by reason of your accepting any such warranty or additional 1
1ability. END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.
To apply the Apache License to your work? attach the following boilerplate notic
e, with the fields enclosed bﬁ rackets "[]" replaced with gour own identifying
information. (Don't include the brackets!) The text should be enclosed in the ap
Qropriate comment syntax for the file format. We also recommend that a file or ¢
ass name and description of purpose be included on the same "printed page" as t
he copyright notice for easier identification within third-party archives.
Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* License Header *
Copyright 2011-2015 Splunk, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations
under the License.

* CoEyrights *
Apache-2.0
- Copyright (c) 2011-2015 Splunk, Inc.

* Package Info *

Authors: devinfo@splunk.com

Package Manager: Pip

Proaect URL: http://github.com/s lunk/5ﬁ1unk—sdk—python

Package Download URL: https://files.pyt onhosted.or%/packa es/2¢/89/31974e00319b
750050126717d286e8addb683554454fedlaebc86977cbcf/splunk-sd —2.1.®.tar.gz
Dependency Path: splunktaucclib > SElunk—sdk > splunktaucclib > solnlib > splunk
-sdk > solnlib > splunk-sdk > splunk-sdk

File Path(s): poetry.lock

Package Title: splunktaucclib (8.0.0)



Package Locator: pip+splunktaucclib$8.0.0
Package Depth: Direct

* Declared Licenses *
Apache-2.0
T RsEe
- Copyright (c) 2021 Splunk Inc.
- pyproject.toml
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/__init__.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/alert_actions_base.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/cim_actions.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/common/__init__.py
- CopKright (c) 2025 S€1unk Inc.
- splunktaucclib/common/ og.Ey
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/common/xml_dom_parser.py
- CopKright (c) 2025 Splunk Inc.
- splun taucclib/config.p{
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/global_config/__init__.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/global_config/configuration.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/global_config/schema.py
- CopKright (c) 2025 Splunk Inc.
- splun taucclib/legacy/__lnlt__.py
- CopKright (c) 2025 Splunk Inc.
- splun taucclib/legacy/credentlals.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/legacy/rest.py
- CopKright (c) 2025 Splunk Inc.
- splun taucclib/legacy/utll.py
- CopKright (c) 2025 Splunk Inc. .
- splunktaucclib/modinput_wrapper/__init__.py
- CopKright (c) 2025 Splunk Inc. .
- splunktaucclib/modinput_wrapper/base_modinput.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/__init__.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/admin_external.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/base_hook_mixin.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/credentials.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/eai.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/endpoint/__init__.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/endpoint/converter.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/endpoint/field.py
- CopKright (c) 2025 Splunk Inc.
- splunktaucclib/rest_handler/endpoint/validator.py



- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/entity.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/error_ctl.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/error.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/handler.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/normaliser.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/schema.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/rest_handler/util.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/splunk_aoblib/__init__.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/splunk_aoblib/rest_helper.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/splunk_aoblib/rest_migration.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/splunk_aoblib/setup_util.py
- CopKright (c) 2025 Splunk Inc.

- splunktaucclib/splunk_aoblib/utility.py
- Copyright (c) 2025 Splunk Inc.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or



Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute copies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices



stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required b% applicable law or

agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the



Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2021 Splunk Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

* License Header *
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,



"control" means (1) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (iig ownership of fifty gercent (50%) or more of the
outstanding shares, or (iiig beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example 1is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whoie, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely 1link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionallﬁ
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyri%ht owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or 1its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.™

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
coB{ri ht license to reproduce, prepare Derivative Works of,
publicly dlsﬁlay, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of

this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this sectiong patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license apﬁlies only to those patent claims licensable

by such Contributor that are necessarily infringed by their



Contribution(s) alone or bﬁ combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

. Redistribution. You maﬁ reproduce and distribute copies of the

Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable cogy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided alonﬁ with the Derivative Works; or,
within a disEiaK generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes onlg and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionallg submitted for inclusion in the Work
bﬁ You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.



7. Disclaimer of Warranty. Unless required b% applicable law or
agreed to in writing, Licensor Brovides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or_malfunction, or any and all
other commercial damaﬂes or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2021 Splunk Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing? software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



* Copyrights *

Apache-2.0

- Copyright (c) 2021 Splunk Inc.
- Copyright (c) 2025 Splunk Inc.

* Package Info *

Authors: addonfactory@splunk.com

Package Manager: Pip

Proaect URL: https://pﬁpi.org/project/s lunktaucclib/

Package Download URL: https://files.pyt onhosted.or%/packages/81/49/9fbf3f273®05
725dbca974751a87e0c6a4969013e3c5b83782854fd40216/splunktaucclib-8.0.0.tar.gz
De€endency Path: splunktaucclib

File Path(s): poetry.lock

Package Title: underscore (1.13.8)
Package Locator: npm+underscore$l.13.8

Package Depth: Direct

JavaScript's functional programming helper library.

* Declared Licenses *
MIT
File matches:
- LICENSE
- Copyright (c) 2009-2022 Jeremy Ashkenas, Julian Gonggrijp, and DocumentCloud
and Investigative Reporters & Editors
- package.json

Copyright (c) 2009-2022 Jeremy Ashkenas, Julian Gonggrijp, and DocumentCloud and
Investigative Reporters & Editors

Permission is hereby ﬂranted, free of charge, to any person
obtaininﬁ a copy of this software and associated documentation
files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use,
copy, modifﬁ, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above‘cop{right_notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

* License Header * '
Copyright (c) 2009-2022 Jeremy Ashkenas, Julian Gonggrijp, and DocumentCloud and



Investigative Reporters & Editors

Permission is hereby ﬂranted, free of charge, to any person
obtaininﬁ a copy of this software and associated documentation
files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use,
copy, modifﬁ, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above‘cop{right_notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

* Copyrights *
MIT

- Copyright (c) 2009-2022 Jeremy Ashkenas, Julian Gonggrijp, and DocumentCloud a
nd Investigative Reporters & Editors

* Package Info *

Authors: dev@juliangonggrijp.com, jashkenas@gmail.com

Package Manager: NPM ‘

Proaect URL: https://underscorejs.org/

Package Download URL: https://registry.npmjs.org/underscore/-/underscore-1.13.8.
tgz

De€endency Path: underscore

File Path(s): yarn.lock package.json

Package Title: urllib3 (1.26.19)
Package Locator: pip+urllib3$1.26.19
Package Depth: Direct

<hl align="center">

é[url%ib3](https://github.com/urllib3/ur11ib3/raw/main/docs/_static/banner_githu
.Svg

</h1l>

<p align="center">

<a href="https://pypi.or /project/urllib3"><img alt="PyPI Version" src="https:
//img.shields.10/pyp1/v/urllib3.svg?maxAge=86400" /></a>

<a href="https://pypi.org/project/urllib3"><img alt="Python Versions" src="htt
ps://img.shields.io0/pypi/pyversions/urllib3.svg?maxAge=86400" /></a>

<a href="https://discord.gg/urllib3"><img alt="Join our Discord" src="https://
img.shields.1i0/discord/7563427177259336087color=%237289da&label=discord" /></a>

<a href="https://github.com/urllib3/urllib3/actions?query=workflow%3ACI"><img



a}t=;Coverage Status" src="https://img.shields.i0/badge/coverage-100%25-success"
></a>

<a href="https://github.com/urllib3/urllib3/actions?query=workflow%3ACI"><img
alt="Build Status on GitHub" src="https://github.com/urllib3/urllib3/workflows/C
I/bad e.svg" /></a>

<a href="https://urllib3.readthedocs.i0"><img alt="Documentation Status" src="
https://readthedocs.org/projects/urllib3/badge/?version=latest" /></a><br>

<a href="https://deps.dev/pypi/urllib3"><img alt="0penSSF Scorecard" src="http
s://api.securityscorecards.dev/projects/github.com/urllib3/urllib3/badge" /></a>

<a href="https://slsa.dev"><img alt="SLSA 3" src="https://slsa.dev/images/gh-b
adge-level3.svg" /></a>

<a href="https://bestpractices.coreinfrastructure.org/projects/6227"><img alt=
"CIT Best Practices" src="https://bestpractices.coreinfrastructure.org/projects/
6327/badge" /></a>
</p>

urllib3 is a powerful, *user—friendlg* HTTP client for Python. Much of the
Python ecosystem already uses urllib3 and you should too.

urllib3 brings many critical features that are missing from the Python
standard libraries:

Thread safety.

Connection pooling.

(lient-side SSL/TLS verification.

File uploads with multipart encoding.

Helpers for retrying requests and dealing with HTTP redirects.
Support for gzip, deflate, brotli, and zstd encoding.

Proxy support for HTTP and SOCKS.

100% test coverage.

urllib3 is powerful and easy to use:

" “python3

>>> 1mport urllib3

>>> resp = urllib3.request("GET", "http://httpbin.org/robots.txt")
>>> resp.status

200

>>> resp.data

b"User-agent: *\nDisallow: /deny\n"

## Installing

urllib3 can be installed with [pip](https://pip.pypa.io):

" “bash

$ python -m pip install urllib3

Alternatively, {ou can grab the latest source code from [GitHub]Chttps://github.
com/urllib3/urllib3):

" “bash

$ git clone https://github.com/urllib3/urllib3.git

$ cd urllib3
$ pip install .

LAURN

## Documentation

urllib3 has usage and reference documentation at [urllib3.readthedocs.io](https:



//urllib3.readthedocs.10).

## Community

urllib3 has a [community Discord channel](https://discord.gg/urllib3) for asking
questions and

collaborating with other contributors. Drop by and say hello



