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Overview
This lab guide contains the hands-on exercises for the Machine Learning and Data Science Hands-On
workshop. Before proceeding with these exercises, please ensure that you have a copy of the workshop
slide deck.

Download the workshop slide deck: https://splk.it/MLDS-Attendee

Prerequisites
In order to complete these exercises, you will need your own Splunk instance. Splunk’s hands-on workshops
are delivered via the Splunk Show portal and you will need a splunk.com account in order to access this.

If you don’t already have a Splunk.com account, please create one here before proceeding with the rest of
the workshop.

⚠️ Troubleshooting Connectivity

If you experience connectivity issues with accessing either your workshop environment or the event page,
please try the following troubleshooting steps. If you still experience issues please reach out to the team
running your workshop.

● Use Google Chrome (if you’re not already)
● If the event page (i.e. https://show.splunk.com/event/<eventID>) didn’t load when you clicked on the link,

try refreshing the page
● Disconnect from VPN (if you’re using one)
● Clear your browser cache and restart your browser (if using Google Chrome, go to: Settings > Privacy

and security > Clear browsing data)
● Try using private browsing mode (e.g. Incognito in Google Chrome) to rule out any cache issues
● Try using another computer such as your personal computer - all you need is a web browser! Cloud

platforms like AWS can often be blocked on corporate laptops.
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Introduction
In this workshop you will learn to create an ONNX model and upload the pre-trained ONNX model to
Splunk’s environment. We will use Splunk Machine Learning Toolkit (MLTK)’s latest feature introduced in
version 5.4.0 which enables the option to upload pre-trained Open Neural Network Exchange (ONNX)
models for inferencing in MLTK. You can train models in your preferred third-party environment, save the
model in the .onnx file format, upload the model file to MLTK, and then retrieve and inference that model in
MLTK. This option enables you to perform process-heavy model training outside of the Splunk platform, but
benefit from model operationalization within the Splunk platform.

ONNX supports many ML libraries and offers language support for loading models and inference in Python,
C++, and Java. To learn more, see https://onnx.ai/.

Throughout the workshop, we will be using python and Jupyter notebooks to create an ML model and the
ML-SPL command apply to run it within MLTK. For information on these commands, see Using the fit and
apply commands.

In this workshop, you will train ML models on the same data for simplicity. Please note that in realistic
cases, the dataset should always be split into train and test data for more accurate performance
evaluation.

The following tools & datasets have been provided in your Splunk instance for this workshop:

● Splunk Machine Learning Toolkit (MLTK) app (v5.4.0)
● Python for Scientific Computing (PSC) Add-on
● Splunk App for Data Science and Deep Learning

○ Including a Jupyter Notebook dev environment
● Dataset:

○ Credit card fraud detection
○ BOTSv3

Your lab server is a cloud instance running on Amazon Web Services. You will need a web browser to
connect to the server’s Splunk web interface.

If you would like to run through this workshop in your own Splunk environment, please ensure you have the
above listed apps and add-ons installed in your Splunk instance.

Before You Begin

Check that the dataset needed for this workshop is loading correctly.

1. Log in to your Splunk instance

2. Check your apps:

● Go to Apps > Manage Apps section

● Ensure the version of apps:
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i. Splunk Machine Learning Toolkit = 5.4.0

ii. Python for Scientific Computing >= 4.1.0

● Ensure you also have Splunk App for Data Science and Deep Learning version 5.1.0

3. Check your data:
a. Check that the credit_card_test.csv is present in your Splunk instance by navigating to Settings

> Lookups > Lookup Table Files. The credit_card_fraud.csv lookup should be listed in the
table of lookups.

b. Check that the BOTSv3 data is also present in your Splunk instance by navigating to Settings >
Indexes and make sure botsv3 is listed as one of your indexes.

c. Run the following two searches over all time and make sure you see events:
i. | inputlookup credit_card_test.csv

ii. index=botsv3

Step 0: Image of a correctly loading credit_card_test dataset

4. In order to perform the onnx model upload on splunk, you need to ensure that you are enabled for the
following capabilities:

● upload_lookup_files
● upload_onnx_model_file.

Alternatively, you can also use the mltk_model_admin role that includes the two above mentioned role
permissions. You can validate assigned roles and capabilities on the Users page by navigating to
Settings > Users. Make sure that the role mltk_model_admin has been assigned against your user
name.
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5. Check that the Splunk App for Data Science and Deep Learning is set up and configured for use. Navigate
to the Splunk App for Data Science and Deep Learning, then click on Configuration > Containers.
Make sure the 1. Golden Show CPU container image is running. If it is not running, select it from the
dropdown menu and click START. Once running, browse to the jupyter_url that should be shown in the
table below. Note that the Jupyter environment may take a few minutes to start up.

6. In the JupyterLab environment navigate to /notebooks/ and make sure the following notebooks are
present:

● a_MLTK_ONNX_Workshop.ipynb
● A_threat_hunting_notebook.ipynb
● a_network_analysis.ipynb

Also check in the /notebooks/data/ directory that the credit_card_fraud.csv and nn_botnet.onnx files
are present.
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Use Case 1: Detecting Potential Botnet Activity Using a Pre-Trained Model

Scenario

At Buttercup Bank the security data science team have been researching if they can detect botnet activity
based on netflow type logs. They have completed a successful experiment where a neural network classifier
has been trained on historic netflow logs to predict the presence of a botnet and want to deploy this classifier
to Splunk to generate notable events for the security operations centre. They have shared a model with you
for running in Splunk and want you to deploy it into the Splunk instance for generating alerts

Steps

1. Check that your JupyterLab environment is available by navigating to the Splunk App for Data Science
and Deep Learning and going to Configuration > Containers. You should see the __dev__ container
is up and running, and clicking on the jupyter_url in the table will launch the JupyterLab environment.
Log on to this environment with the password “Splunk4DeepLearning”.

2. In the JupyterLab environment browse to notebooks > data and download the nn_botnet.onnx model.

3. Navigate back to Splunk and browse to the Splunk Machine Learning Toolkit app and go to the
Models tab. Clicking on Upload ONNX Model should launch a modal like the one in the screenshot
below. Enter in all the relevant information and submit to upload your ONNX model. In this case you
need to input:

● Model name: nn_botnet.onnx
● Feature Variables:

avgBytes,avgDuration,numFlows,sumBytes,uniqueDstIp,uniqueDstPort,uniqueProtocols
● Target variable: botnet
● Model file: drop in or browse to the nn_botnet.onnx model saved using the code in the previous

section

Provided the validation checks complete successfully you should receive a message saying the file has
been uploaded successfully. Typical reasons for failed uploads are model sizes being too large, which
can be modified by browsing to the Settings tab in the MLTK app and clicking on the Edit Default
Settings button. Other reasons are the user uploading the file not having the correct permissions, which
are described in the Before You Begin section above.
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4. There are some netflow logs in the BOTSv3 index. Run the following search over all time to return data
that is in the right format for the model:

index=botsv3 sourcetype="stream:tcp"

| bin _time span=1m

| stats count as numFlows avg(bytes_in) as avgBytes sum(bytes_in) as sumBytes

avg(client_rtt) as avgDuration dc(dest_ip) as uniqueDstIp dc(dest_port) as

uniqueDstPort dc(protocol_stack) as uniqueProtocols by _time src_ip

5. Note that this search creates fields with the same names as the names we input as feature variables
when uploading the model. We can now use our model by running the following search:

index=botsv3 sourcetype="stream:tcp"

| bin _time span=1m

| stats count as numFlows avg(bytes_in) as avgBytes sum(bytes_in) as sumBytes

avg(client_rtt) as avgDuration dc(dest_ip) as uniqueDstIp dc(dest_port) as

uniqueDstPort dc(protocol_stack) as uniqueProtocols by _time src_ip

| apply onnx:nn_botnet

6. Note that the predicted(botnet) field should now be present with our prediction in it. We can filter our
results to only show the predicted botnet traffic by running the following search:

index=botsv3 sourcetype="stream:tcp"

| bin _time span=1m

| stats count as numFlows avg(bytes_in) as avgBytes sum(bytes_in) as sumBytes

avg(client_rtt) as avgDuration dc(dest_ip) as uniqueDstIp dc(dest_port) as

uniqueDstPort dc(protocol_stack) as uniqueProtocols by _time src_ip

| apply onnx:nn_botnet

| where 'predicted(botnet)'>=1

7. This search can now be saved as an alert to generate notable events every time a botnet is predicted.
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Use Case 2: Predicting Fraudulent Activity

Scenario

You are employed as a Data Scientist in Buttercup Banks, which is one of the leading financial firms in the
city. To beat the competition among several other financial services gaining popularity in the city, your firms’
strategic advisory team has decided to introduce loyalty rewards for the customers holding a credit card with
Buttercup Banks. As a consequence of this idea, the company created a marketing team dedicated to
reaching out to valued customers who have been using these credit cards. However, as a part of this
process, we also need to filter out candidates who are potentially inclined towards fraudulent activity. You
have been assigned the task to develop a machine learning model that detects fraudulent transactions and
triggers alerting based on the transactional data of customers. Identifying such triggers would also help the
bank put checks in proper places and reduce the number of fraud occurrences for the firm.

To maintain customer confidentiality, you will not be provided with original features or other background
information. Instead you are given a dataset that is already pre-processed with feature variables transformed
into PCA components. The only features which have not been transformed with PCA are 'Time' and
'Amount'. Feature 'Time' contains the seconds elapsed between each transaction and the first transaction in
the dataset. The feature 'Amount' is the transaction amount and can be used for example-dependent
cost-sensitive learning. Feature 'Class' is the response variable and it takes value 1 in case of fraud and 0
otherwise.

Ref:

https://www.openml.org/search?type=data&id=42175&sort=runs&status=active

https://api.openml.org/api/v1/json/data/42175

https://api.openml.org/d/42175

Model training and evaluation

8. Check that your JupyterLab environment is available by navigating to the Splunk App for Data Science
and Deep Learning and going to Configuration > Containers. You should see the __dev__ container
is up and running, and clicking on the jupyter_url in the table will launch the JupyterLab environment.
Log on to this environment with the password “Splunk4DeepLearning”.

9. Navigate to the JupyterLab environment > notebooks and open the
a_MLTK_ONNX_Workshop.ipynb notebook.

10. To get started, first read the csv file. This can be done by running the first two cells in the notebook:
“Verify Package Installation and Imports” and “Read the dataset as pandas DataFrame”. The target
variable, "Class", will either hold a value of 1 in case of fraud and 0 otherwise. All other variables are a
part of the “feature” variables.
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11. Create train and test data by running the next code block. Note that the feature and target variables will
be extracted during this section of code, with the data also being scaled using some numpy functions.

12. Lets create a Sequential model by stacking various layers using the Sequential class in tf.keras

module and look at the model's architecture using model.summary(), which should result in a summary
like the screenshot below. This can be done by executing the “Model creation and configuration” code
block.

13. Before training the model we want to define metrics that will be used to assess the model performance
during the training process. These metrics can be defined and then captured using model.compile.
Once we have run the model compilation code block, the subsequent section of code will fit the model
on the training dataset.
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14. To evaluate our model we are going to run the “Model Evaluation” code block, which will calculate the
evaluation metrics defined above against the test datasets. Provided you are satisfied with the evaluation
results, you can save the tensorflow model. Note that you may not see identical results to those
presented in the notebook (87.5% recall and 0.7% false positive rate), but should see good accuracy
from this model.

15. In preparation for deploying the model using MLTK we are now going to save the model in an ONNX
format. In this step, you will learn how to convert your tensorflow model to a common file format called
Open Neural Network Exchange (ONNX). ONNX supports many ML libraries and offers language
support for loading models and inference in Python, C++, and Java. To learn more, see https://onnx.ai/.
The “Saving the model” code block allows us to do this, and once executed should save a model called
credit_card_fraud.onnx in the /notebook/data/ folder in the JupyterLab environment. Once you have
located the model file, download it - you’ll be needing it for subsequent tasks!

Deploying an ONNX model to the Splunk Platform

Congratulations! You presented your work to the whole team and they seem to be pretty impressed with the
results. However, you’ve used a non-splunk based env (JupyterLab) to create your model and the company
uses Splunk to analyze real time transactions. To merge into the company’s typical workflows, the team
wants you to import your model into Splunk’s environment to enable real-time fraud detection. Here comes
your next challenge: create a strategy to deploy your model to Splunk.
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We will then use MLTK to upload your pre-trained ONNX models for inferencing. This capability enables you
to perform process-heavy model training outside of the Splunk platform while benefiting from model
operationalization in the Splunk platform.

Reminder: In order to perform the next steps of uploading ONNX model on splunk, you need to ensure that
you are enabled for the following capabilities:

● upload_lookup_files
● upload_onnx_model_file

Alternatively, you can use the mltk_model_admin role that includes the two required role permissions and
ships with MLTK. For more information, check pt.1 in the ‘Handy Notes for troubleshooting’ section at the
bottom of this exercise.

1. Open MLTK. Make sure the version is 5.4.0 (and above). Click on the “Models” tab.

2. Once the Models page loads, click on the “Upload ONNX Model” button.

3. It opens up a dialog box which expects you to enter the model settings:

4. Enter the model name, features, target variable used for the model file, and upload the onnx model file.
The feature names can be found in the “Saving the model” code block in the JupyterLab for copying
and pasting in. Once this information has been input click on the Submit button.
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5. A message will notify you that your model has been uploaded successfully, but the Models page will
need to be refreshed to see the model in the listing. Once you have confirmed the model has
successfully uploaded, go to the Search tab and use the following query to infer your model:

| inputlookup credit_card_test.csv

| apply onnx:credit_card_fraud

| table V* predicted(Class)

(Optional Task) Sharing the model with other apps

If you are at this step, it means that you have been able to successfully deploy your model to splunk and
make inference from the test data from within MLTK. Give yourself a good pat on the back! :) Coming back to
our initial scenario, if you recall, we mentioned that your solution helps the firm put checks in place to
mitigate fraudulent actions in the future. As a result, you are required to share your model with the IT division
who are working to build a solution to track behaviour of the accounts labelled as fraudulent by your solution.

In this step, you will learn how to share your model with other apps to achieve valuable use cases.

1. Navigate back to the Models tab and find your credit_card_fraud model file. Under the “Sharing”
column click on the default shared value (e.g. “Private”) in the screenshot below to open the permissions
configurations.

2. If you want to use the ONNX model under the app namespace, you must change the model permissions
to App or Global. From the “Edit permissions” dialog change the “display for” option to “App” from
“Owner”.
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3. In the search you must append the ONNX model call with the app keyword as shown in the following
example.

| inputlookup credit_card_test.csv

| apply app:onnx:credit_card_fraud

| table V* predicted(Class)
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Handy Notes for troubleshooting:

1. ONNX file upload permissions: By default the ONNX model upload capability is turned off for all users.
Your Splunk admin can turn on the upload capability by creating a custom role and assigning that role
the following two required permissions:

● upload_lookup_files
● upload_onnx_model_file

Your Splunk admin can also add these permissions to any current role in order for that role to upload
ONNX models.

To learn more see, Set permission granularity with custom roles in the Securing Splunk Enterprise
manual.

As an alternative, you can use the mltk_model_admin role that ships with MLTK. This role already
includes the two required role permissions.

2. Use the correct ONNX opset value: Opset values are important while converting models from sklearn,
TensorFlow, or PyTorch to the ONNX format. You must use the correct opset value when creating your
models in order to successfully upload your models. Incorrect opset values will lead to inference errors.
Use the latest target opset value officially supported by onnx.ai.

To learn more, see
http://onnx.ai/sklearn-onnx/auto_tutorial/plot_cbegin_opset.html#what-is-the-opset-number.

3. About ONNX model sizes: ONNX models are natively binary files. These model files are converted to
base64 encoded entries to create the lookup entry. This type of encoding increases the file size by
approximately 33% to 37%. Take this into consideration when setting your model upload file size
limitations.

There are limits on the maximum model file upload size. The maximum model file upload size is based
on the size limitations defined in the max_model_size_mb setting in the mlspl.conf file. To learn how to
change these settings, see Edit default settings in the mlspl.conf file.

For more information on Troubleshooting ONNX Models check our official docs page for reference:
Troubleshoot ONNX model uploads
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(Optional Task) Save model metadata and assess performance

There are some optional code blocks at the bottom of the Jupyter Notebook for:

1. Saving the tensorflow model and it’s assets
2. Saving the train and test datasets
3. Running inference using the ONNX model
4. Calculating some additional accuracy metrics using the model
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Use Case 3: Threat Hunting Through Windows Event Logs

Scenario

At Buttercup Bank, there have been signs that unusual logins have occurred on the company’s internal
network. As a security analyst, you are tasked with identifying and resolving this potential cyber threat. A
good space to begin your investigation and analysis would be in the windows security event log data. During
your time in this role, you have seen how machine learning can be a powerful tool for finding anomalies in a
dataset. After a bit of research you decide that the IsolationForest algorithm would be the most relevant
algorithm to leverage for the detection task.

Step 1 - Search for the relevant data

First, you enter Splunk and get the relevant data.

1. In your Splunk instance, navigate to the Splunk App for Data Science and Deep Learning (DSDL).
The data you seek can be found in the botsv3 index. To locate this data, you use the following search:

index=botsv3 source="*WinEventLog:Security"

2. Ensure that the data has been uploaded correctly by confirming your results look like the screenshot
below before continuing.

Step 2 - Create a dataset with meaningful features

Splunk’s search processing language SPL contains a powerful and rich set of commands that are very
useful for feature extraction and engineering. Of course, with great power comes great responsibility; you
must decide which fields to use and which statistics to derive from them. You practise this key step by
creating a simple search to count the number of events that occur per hour for different Computers, Users
and EventCodes.
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1. You are able to view the statistics of this example with the following search over all time:

index=botsv3 source="*WinEventLog:Security"

| bin _time span=1h

| fillnull value=unknown Account_Name

| stats count by _time ComputerName Account_Name EventCode

3. You scan the data and keep an eye out for any missing values. As you recall from your data science
days, if there are missing values, it is pertinent to clean them.

Step 3 - Prepare our environment with the right data

As a former data scientist you are familiar with Juypter notebooks and want to use them for building your
analysis and a model that can be improved with new data for long-term anomaly detection. In the DSDL app
you can launch a container with Jupyter and other useful data science tools.

1. Check that your JupyterLab environment is available by navigating to the Splunk App for Data Science
and Deep Learning and go to Configuration > Containers. You should see the __dev__ container is
up and running, and clicking on the jupyter_url in the table will launch the JupyterLab environment. Log
on to this environment with the password “Splunk4DeepLearning”.
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2. Once you access Jupyter Lab you find a notebook that a colleague has created for a similar threat
hunting task, so you decide to use it for your goal. You open a_threat_hunting_notebook.ipynb.

3. We will need some data to use for this notebook, however, so navigate back to your Splunk environment
and run the following search to send some data over to our development container so we can start threat
hunting:

index=botsv3 source="*WinEventLog:Security"

| bin _time span=1h

| fillnull value=unknown Account_Name

| stats count by _time ComputerName Account_Name EventCode

| fit MLTKContainer mode=stage algo=a_threat_hunting_notebook _time ComputerName

Account_Name EventCode count into app:a_threat_hunt_model

Note that the mode=stage option means that we are not doing any further processing of the data in SPL,
it indicates that we just want to send our results over to our development container. The data that is sent
over can be found in the JupyterLab environment in the /notebooks/data/ folder and you should see a
file called a_threat_hunting_model.csv. Double click on this file and the data should be opened in a
new tab. Quickly validate that it matches the results that are shown in Splunk before moving on.
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Step 4 - Start exploring the data using the threat hunting notebook

At this point of the lab, you can follow along with the instructions in the Notebook to see how the sections
and stages are working. Note that the “Get data from Splunk” section in the notebook has already been run
above in Step 3!

Move on to step 5 of this lab when you’ve completed the notebook.

Step 5 - Conclusion

Congratulations! You have now seen how you can utilize the Splunk Platform and JuypterLab together to
conduct your analysis and build a model to leverage and operationalize for your intended use case. For
example, you can define a report or alert based on your model that flags Computers with the most
anomalous logins with the following SPL command:

index=botsv3 source="*WinEventLog:Security"

| bin _time span=1h

| fillnull value=unknown Account_Name

| stats count by _time ComputerName Account_Name EventCode

| fit MLTKContainer mode=stage algo=a_threat_hunting_notebook _time ComputerName

Account_Name EventCode count into app:a_threat_hunt_model

| where predicted_outlier<0

| eval predicted_outlier = abs(predicted_outlier)

| stats sum(predicted_outlier) as anomaly_score by ComputerName

| sort -anomaly_score

This can be a critical starting point for further investigations, triggering a notable event in Enterprise Security,
or adding a risk score in case you use risk based alerting (RBA) in Enterprise Security.
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(Optional) Use Case 4: Analyzing Network Traffic

Scenario

Working in the network monitoring team at Buttercup Bank you have been asked to see if it is possible to
identify unusual network behaviour after the Network Operations Centre (NOC) received multiple complaints
about network performance. With a background in data science you would prefer to run your analysis using
Python rather than SPL, but appreciate that the rest of the team uses Splunk for their day-to-day monitoring.

You decide to use the Splunk App for Data Science and Deep Learning to run your analysis, given it
provides you with a JupyterLab environment, but if your work results in a machine learning model you will
save it in an ONNX format so that it can be deployed back in the Splunk platform via MLTK.

Steps

1. Check that your JupyterLab environment is available by navigating to the Splunk App for Data Science
and Deep Learning and go to Configuration > Containers. You should see the __dev__ container is
up and running, and clicking on the jupyter_url in the table will launch the JupyterLab environment. Log
on to this environment with the password “Splunk4DeepLearning”.

2. Once you access Jupyter Lab you find a notebook that you worked on previously called
a_network_analysis.ipynb. Open this notebook and follow through the steps within to train an sklearn

pipeline for detecting unusual network activity, save it as an ONNX model file that can be uploaded to
Splunk and then run some additional analysis using PCA, t-SNE and UMAP to confirm that your outlier
detection model is working as expected by showing separable outliers in the network traffic data.
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